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Abstract
Quantum key distribution is a branch of quantum cryptography, which
permits secure exchange of cryptographic key between two distant partners
used in high security domains such as commercial, military and
governmental fields.

In this research work a generic QKD simulator based on BB84
protocol is implemented and investigated using continuous time simulation
approach with Matlab 2019a. The simulator was investigated in terms of
the execution of the BB84 protocol with consideration of the system
performance by estimating quantum bit error rate and final secure key
taking into account the practical system limitations such as using non-ideal
single-photon sources and single-photon detectors, optical fiber and free
space quantum channels imperfections and losses.

BB84 protocol setup consists of a transmitter with a pseudo random
sequence generator unit to operate four pulsed laser sources randomly with
a maximum number of binary bits of 5000. The modeled pulsed laser
sources provide train of pulses with ns duration, repetition rate ranging
from 0.1 MHz to 10 MHz, 1 mW peak optical output power and three
different emission wavelengths (830nm, 900nm and 1550nm) which are
widely used in QKD systems. The output was compared to the commercial
IDQ (ID300) laser output for validation issue. The transmitter includes
other modeled optical components such as linear polarizers and optical
power attenuators. Two types of quantum channels are included in this
simulator, optical fiber and free space channels. The modeled optical fiber
quantum channel is characterized with maximum allowable distance of 150
km with 0.2 dB/km at 4=1550nm according to SMF Corning (SMF-28)
specifications. While, at A=900nm and A=830nm the attenuation values are
2 dB/km and 3 dB/km respectively. The modeled free space quantum
channel is characterized at 0.1 dB/km at A=860 nm with maximum

allowable distance of 150 km also.



i
The receiver consists of four single-photon detectors with a non- polarizing
beam splitter, two polarizing beam splitters and half wave plate. Single
photon avalanche photodiode and superconducting nanowire single photon
detectors models were designed depending on commercial device
specifications. In this research work, the widely used C30921S silicon
avalanche photodiodes and ID281 superconducting nanowire single photon
detector are modeled. In this research work, only 830nm and 900nm
wavelengths are examined with respect to the single-photon avalanche
photodiode while 900nm and 1550nm wavelengths are examined with
respect to the superconducting nanowire single-photon detector because

both show maximum detection efficiency at these wavelengths.

The main contributions of this research work includes the
presentation of the superconducting nanowire single photon detector
technique which to the best of our knowledge was not considered
previously by other QKD simulators in addition to integrating the free
space channel model. Finally, each component within this simulator is

supported with time domain visualizers for individual testing purpose.

The validation and testing results of both the individual models
separately and the complete simulator showed a good agreement with the
theoretical and experimental results reported in literatures and devices data

sheets.
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Chapter One

Introduction and Basic Concepts
1.1 General Introduction

Cryptography is the art of hiding information in a string of bits meaningless
to any unauthorized party to ensure the security of the communication. The
only crypto-system providing proven, perfect secrecy is the “one-time pad”
proposed by Vernam in 1935. With this scheme, a message is encrypted
using a random key of equal length, by simply “XOR” each bit of the
message to the corresponding bit of the key [1]. In 1940, the information —
theoretic basis for secrecy was provided by Claude Shannon. The amount
of uncertainty that can be introduced into an encoded message can’t be
greater than that of the cryptographic key used to encode it. In order to
achieve perfect secrecy, the key must be as long as the message and never
be reused, that is, Vernam ciphers must be used. Distribution of completely
secret, completely random, one —time pads needed for Vernam ciphers is
difficult, so they haven’t been widely used [2].

Research in quantum computation started by Shor who showed that
quantum computers can factor much faster than classical computers, this
means that public key cryptosystems are insecure. Quantum cryptography
provides perfectly secure key distribution; it relies on the laws of physics
rather than on ensuring that successful eavesdropping would require
excessive computational effort. No information can be obtained by
eavesdropping about such a transmission without disturbing it in a random
and uncontrollable way likely to be detected by the channel’s legitimate
users [3].

The Heisenberg uncertainty principle is the essential quantum
property involved, which states that the existence of pairs of properties that

are incompatible in the sense that measuring one property necessarily
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randomizes the value of the other. For example, measuring a single
photon’s linear polarization randomizes its circular polarization [4].

Quantum cryptography began in late 1960s with unpublished work
by Stephan Wiesner, who explained how quantum effects can in principle
be used to manufacture banknotes immune to counterfeiting, and to
transmit information securely [5]. Unfortunately, this highly innovative
paper was unpublished at that time and it went mostly unnoticed. In 1979,
in the 20th IEEE Symposium on the Foundations of Computer Science,
Gilles Brassard and Wiesner discussed the idea and discovered how to
incorporate the notion of public key cryptography [4].

The breakthrough in quantum cryptography was when Bennett and
Brassard realized that photons were never meant to store information, but
rather to transmit it. This was also shown in Wiesner paper, who dealt
precisely with the use of quantum physics for transmission of information.
The two scientists Bennett and Brassard put the first step in the quantum
cryptography road which is the famous BB84 protocol that is named after
their initials and it was set in 1984[1, 3].

In 1991, the theoretical ideas of David Deutsch led Artur Ekert to
conceive a different cryptography system based on quantum correlations
and making use of EPR (Einstein, Podolsky and Rosen Paradox) and Bell’s
theorem. Experiments on Ekert’s protocol were implemented by Mssimo
Palma, John Rarity and Paul Tapster [3].

In classical information theory, the bit is the most important entity.
The bit has two values, either “0” or “1”, with a large energy gap
separation to avoid spontaneous transition between the bit values. The
quantum bit (qubit) can be defined as the quantum mechanical version of
the bit. The qubit has two quantum states, |0) and |1) which can be
considered as basic states that are required to establish the orthogonality in

the qubit space [6].
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Qubits can be created in a coherent superposition of |0) and |1), where the
general state is [6],
|#) = a|0)+pBe|1) (1.1)
where,
a and S represent the amplitude coefficients of the qubit in which the
quantum information is stored. These coefficients can be calculated but not
measured directly.
|| is the probability that the qubit carries the value of "0", «a is a complex
number
|B]” is the probability that the qubit carries the value of "1", B is a complex
number
|a|* + 181" =1 (1.2)
If the qubit is measured it will be found with a probability |a|? to
carry the value of “0” and with probability of |3|? to carry the value of “1”
[3].
The basic states of the qubit, |0) and |1), are superposed coherently ,
I.e., there is always a basis in which the value of the qubit is well defined.
On the other hand, for inconsistent mix between, |0) and |1), it remains a
mixture in any basis and leads to either of the two outcomes with the same
probabilities [3,6]. If the following state is considered,

1) = =(10) + 1)) (1.3)

5(
this means that with 50% probability the qubit will be found to be either in
|0) and |1).

A qubit is typically a microscopic system such as an atom or nuclear
spin or polarized photon. In addition to that it can be represented by a fixed
pair of reliably distinguishable states (horizontal and vertical

polarizations:|0) =e, |1) ={).



1.2 Quantum Key Distribution

Quantum key distribution (QKD), allows two physically separated parties
to exchange a series of bits over the quantum channel, and then use part of
the transmission to test for eavesdropping. If they find any discrepancy
between their strings, they can infer that an eavesdropper, usually referred
to as Eve, is listening and that their transmission is not secure. If they
detect no errors, they can assume that
the key is safe [7]. The message security relies upon the key security. In the
classical cryptography systems, the key distribution issue will be raised. In
conventional physics, the eavesdropper intervention causes key overheard
passively, without getting caught by the legal users. QKD has been
suggested as an alternative efficient solution to the eavesdropper
intervention. As the quantum no-cloning theorem shows, there is no way to
produce a precise copy of an unknown quantum state. So, the
eavesdropping on a quantum channel makes recognizable disturbances.

Therefore, the eavesdropping effect can be detected if two users use
portion of their quantum signals for testing. For low error rates values, the
two users utilize the quantum signals to produce a key. Thus, if Eve has an
enough amount of information on the final key, she definitely be caught,
although she possesses infinite processing power and access to a quantum
computer [7].

QKD uses basic laws of quantum physics to guarantee secure key
exchange. The key can be used with unprecedented confidence in any
classic cryptographic protocol, where it increases the security to maximum
achievable value. Together with the “one-time pad” encoding, which is
provably unbreakable provided the key is known solely to sender and
receiver, absolutely secure communication becomes possible [4].

In QKD the quantum channel is not used directly to send meaningful
message. It is rather used to transmit a supply of random bits between two

users who share no secret information initially in such a way that the users
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by subsequent consolation over non-ordinary non-quantum channel subject
to passive eavesdropping can tell with high probability weather the original
quantum transmission has been disturbed in transit, as it would be by in
eavesdropper. If the transmission has not been disturbed they agree to use
these shared secret bits and when transmission has been disturbed they
discard it and try again [8].

New ideas had come to real world that depend on combining the
strength of the one-time pad as a cipher technique and the field of quantum
information as an application method. The result was the invention of some
protocols in quantum communication that are considered as a new start in

direction of cryptography that is provably unconditionally secure [8].

1.3. Quantum Key Distribution Protocols and Architectures
Different QKD protocols have been presented since the invention of the
first protocol in 1984. Some protocols depend on the usage of entangled
photons which require the application of a nonlinear process to generate
such photons, and other protocols depend on using highly attenuated laser
pulses which offer practical implementation of quantum cryptography.
The following list summarizes the protocols that depend on using
single-photon or highly attenuated laser pulses:
1. BB84
2. MDI-QKD (Measurement-Device-Independent  Quantum  Key
Distribution)
3. B92 (Bennett 1992 protocol)
4. SSP (Six-State protocol)
5. SARGO04 (Scarani, Acin, Ribordy, and Gisin 2004 protocol)
6. S13 (Eduin H.Serna 2013 protocol)
While, the following list summarizes the protocols that depend on using
entangled photons:
1. E91(Ekert 1991 protocol)


https://en.wikipedia.org/wiki/Charles_H._Bennett_(physicist)
https://en.wikipedia.org/wiki/Six-State_protocol

2. BBM92 (Bennet, Brassard and Mermin 1992 protocol)
3. DPS (Differential phase shift protocol)
4. COW (Coherent one way protocol)
In the following sections, a survey of QKD protocols mostly related to this

work will be presented.

1.3.1 BB84 protocol
This famous protocol is considered as the first step in achieving QKD
protocols practically. The protocol deals with a cryptographic system that
consists from Alice (the sender) and Bob (the receiver) communicating
over a quantum channel which was a free space (FS) in the very first
experiment when Bennett and Brassard implemented it. Also they used
another public channel for public conversation between Alice and Bob [8].
Various properties of photons can be employed to encode
information for QKD, such as polarization, phase, and quantum
correlations of entangled photons. The only requirement on the quantum
states is that they belong to non-orthogonal bases of their Hilbert space,
where each vector of one basis has equal-length projections onto all vectors
of the other basis. That is, if a measurement on a system prepared in one
basis is performed in the other basis, its outcome is entirely random and the
system loses all the memory of its previous state. Considering polarization
property, qubits are encoded in the polarization of individual photons.
Alice sends random qubits (O or 1) encoded in 2 different bases. Bob
announces openly his choice of basis (but not the result) and Alice answers
"ok" or "no". Bits with different bases are discarded (basis reconciliation).
The remaining bits give the "sifted key". The BB84 protocol is summarized
in Table (1.1) [9].



Table 1.1 An example for BB84 protocol [10].

QUANTUM TRANSMISSION

Alice random bits 0 1 1 0 1 1 0 0 1 0
Random sending bases D R D R R R R R D D
Photon Alice sends 45° | 90° | —45° | 0° 90° | 90° 0° 0° —45° | 45°
Random receiving bases R D D R R D D R D R
Bits as received by Bob 1 1 1 0 0 0 1

PUBLIC DISCUSSION

Bob reports bases of R D R D D R R

received bits

Alice says which bases OK OK OK

were correct

Shared information 1 1 0
Bob reveals some bits 1

Alice confirms them OK

Remaining sifted bits 1 0

note: null means no detection D stands for diagonal R stands for rectilinear

A common schematic diagram of quantum cryptography system (QCYS)

based on BB84 protocol is shown in Figure (1.1)

Alice Bob
OAMIH’O . APD1
1
LD1
O D ApD2
0
LD2 BS PBS
Quantum channel ”
— -
O I D Ar03
1
LD3 BS Filter BS A2
QO o
LD4 APD4

Fig.1.1 Typical quantum cryptography system based on the BB84 protocol. LD: laser
diode, BS: beam splitter, PBS: polarizing beam splitter, APD: Avalanche photodiode
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The QCS shown in Figure (1.1) consists of the transmitter (Alice), the

receiver (Bob), the quantum communication channel FS or optical fiber

(OF) and public communication channel. Alice part is constructed from [1,

10]:

Four laser diodes with optical elements (mirrors, beam splitters
(BSs)) to direct the transmitted beam to the quantum channel.

The four laser diodes emit photons polarized at -45°, 0°, +45°, and
90°.

For a specific qubit, the optical pulses are generated by a single laser
diode and then attenuated by a set of attenuators or filters to
minimize the average number of photons to be less than 1.

These photons are transmitted to Bob using the quantum channel. It
Is important to maintain the polarization of these pulses at Bob for

correct extraction of the information encoded by Alice.

The operation of the optical part of Bob module can be explained as
follows [1, 10]:

An incident photon first sees the 50/50 BS, at this point there are two
equal probabilities that the photon either to be transmitted or
reflected.

If the photon is reflected by the BS, it passes through a half-wave
plate which is set at an angle of 22.5° so that it causes a polarization
rotation by 45°, mapping + 45 — H and — 45 — V. If a +45° photon
hits the half-wave plate, its polarization will be horizontal afterwards
so that it will be transmitted through the polarizing beam splitter
(PBS1) to be detected by APD1. A -45° polarized photon will be
detected by APD 3.

If the photon is transmitted by the 50/50 BS, it will see the polarizing

beam splitter (PBS2), which in combination with the two silicon
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APDs 2 and 4 analyses the polarization of the photon in the H/V
basis.

e If a photon gets analyzed in the “wrong” basis, the measurement
outcome is completely random. For example, if a horizontally
polarized photon gets transmitted on the first BS, its polarization will
be -45- after the half-wave plate, so that it is equally likely to be
detected by APD1 or APD3.

After the steps listed in Table (1.1) are implemented other steps are applied

to ensure more security for the generated key.

Quantum bit error rate calculation

QBER (quantum bit error rate) is calculated after obtaining the sifted key. It
Is known as the ratio of the erroneous bits to the total number of received
bits [1, 15],

QBER — Nwrong _ Rerror (14)

NwrongtNrignt  Rerror+KEYraw

Rerror
FOr Rerror < KEY;q, QBER =~ (2

Nyrong: NUMber of the wrong bits received

Ny gne: number of right bits received

Rorror- rate of wrong bits

KEY,,,: rate of the sifted bits

KEY,qw = 3 Qtuni PRRNgn (1.5)

PRR: the pulse repetition rate (Hz)

N,: mean photon number per pulse

t;ink: the transfer efficiency between Alice's output and Bob's detectors and
can be defined as [11],
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—(apL+Lpop)

tingk = 10 10 (1.6)
Where a,, is the fiber attenuation constant per km, L is the link length in

km and Ly, is Bob's internal loss in dB.

1 : is the probability of the photon’s being detected

The factor q (q<1, typically 1 or %) must be introduced for some phase-

coding setups in order to correct for non-interfering path combinations.
Three different contributions to R,,,.,,» can be identified:

1. Ry - rates of photons that end up in the wrong detector due to

imperfect interference or polarization contrast. The rate R, is given
by [1],

1
Ropt = KEYrawPOpt = EqNOtlinkPRRPoptn (17)

where,

P,,¢: probability of a photon going to the wrong detector.

2. The detector dark counts (or counts arising from the residual stray
light in free-space installations). This count rate is independent of the
bit rate. The errors will be raised when the dark counts falling within

the short time period when a photon is expected [1],
11
Rger = EEPRRPdarkn (18)

Where,
Piq.1: 1S the probability of recording a dark count per time window
and per detector,

n: refers to the number of detectors.
The meaning of the two factors of % is that when Alice and

Bob have selected different bases, a dark count has a 50% chance of
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occurrence (deleted during sifting) and a 50% chance of happening
in the correct detector.
3. For systems based on entangled photon sources, error counts can
appear from uncorrelated photons due to non-ideal photon sources.
This error type can arise when the photons from different pairs
arriving in the same time window are not necessarily in the same
state [1],
Race = 53 PacePRR tyimicn (1.9)
P,.. is the probability of finding a second pair within the time
window.

Through this research work, QBER will be used under two different

designations as will be shown in Ch.5.

1. QBER,: which represents the calculated QBER after the sifting

phase of BB84 protocol.

2. QBERy4: Which represents the calculated QBER with consideration
of the ratio of the dark-count rate to n. QBER;,, can be defined as
[11],

QBER,q = —2ark (1.10)

Nontiink

Due to fundamental laws of quantum mechanics, an eavesdropper
cannot determine the polarization of a single photon if the polarization
states are non-orthogonal. Even worse, she will introduce errors during the
polarization measurement, so QBER; of the sifted key represents an upper
limit on the information an eavesdropper might have acquired. The QBER
Is estimated during the error correction technique and is used to deduce the
shrinking ratio that is required to ensure that the key information of an
eavesdropper is unimportant [10].

If Eve obtained any information about the exchanged key between
Alice and Bob, classical error correction and privacy amplification should

be used.
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Error correction is the process of correcting errors between Alice’s and
Bob’s keys. It is done by public discussion. To implement this protocol a
binary symmetric channel is assumed (BSC) that permits transmission of a
string of bits. These bits are exposed to noise independently with a
probability p. Quantum channel is an example of secret BSC channel [1, 3].
This protocol is divided into three stages BINARY, CONFIRM and
BICONF. These stages are discussed briefly,

BINARY: let n be the length of the string sent by Alice and also the length
of the string received by Bob. When these strings of Alice and Bob have
odd number of errors they will perform an interactive binary search to find
an error. This is done by exchanging less than (log n) bits over the public
channel as follows,

1) The parity of the first half of the string is sent to Bob.

2) Bob tests the parity of the first half of his string and compares it
with the parity sent by Alice, by this he will determine whether an
odd number of errors occurred in the first half or in the second.

CONFIRM: in this stage,

1) A random subset is chosen by Alice and Bob from their strings

2) Alice tells Bob the parity of her subset

3) Bob checks if his subset has the same parity

This process is repeated k times so that to convince themselves that their
strings are identical.

BICONTF: In this step, steps 1 and 2 are combined to correct several errors.
BICONF runs CONFIRM s times. In each time the parity difference
between Alice and Bob subset is shown by CONFIRM, the BINARY is run
by them on this subset and the error is corrected. The error correction steps

are shown in the flowchart of Figure (1.2).
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Alice chooses abit, and abit;,
randomly from her stream

v
X1= abit,,@abit,
(Alice)

Alice announces X1
v

X2= bbit,®bbit,
(Robh)
No @ Yes
\ 4

v ) ) ) ,
Discard a bit m ,n from Alice The i, recorgzlilted bit =Bab’s
m

| |
Il

i=i+1

Yes_~i< no. of No

sifted key? ’

Fig.1.2 Flowchart of the error correction procedure

After completing error correction stage by Alice and Bob, they will share
an error — free string. But Eve still has some information about this string
during the process of error correction and previously she had information
on the raw key.

Privacy amplification is the process of obtaining a nearly uniformly
distributed key in a key-space of smaller bit size. By carrying out privacy
amplification the key must be shortened by the number of bits of

information that have been potentially leaked to Eve [1, 3].
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The privacy amplification steps are shown in the flowchart of Figure (1.3).

A 4

i=1

»
>
A

y

Alice chooses abit, and abit,,, randomly from
the reconciled key

\ 4

/ X1= abit, @abit, /

A4

Alice announces m, n

|

Alice & Bob replaces
abit, and abit,,, by X1

|

i=l+2

reconciled

key? v
End

Fig.1.3 Flowchart of the privacy amplification procedure

1.3.2 BB84 protocol with decoy states

Alice adopts two photon sources, that is, signal source with mean photon
number N, and decoy source with mean photon number N,. Signal source
is used to distribute key. Decoy source is used to detect the photon number
splitting (PNS) attack. For signal source Ny < 1, that is, it mostly emits
single photon pulses. For decoy source N; = 1, that is, it mostly emits

multi-photon pulses. The polarization of the pulses of the decoy source is
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randomized such that it cannot be distinguished from those of the signals
source as long as photon numbers of the pulses are the same [12, 13].

In this protocol, Alice executes BB84 protocol using signal source.
However, the signal source S is randomly replaced by the decoy source S'
with a probability a at Alice's side. Bob states that he has received all the
transmitted photon signals. After that, Alice declares which signals are sent
from the decoy source. Using public communication link, Alice and Bob

investigate the overall yield of signal source Y, and that of decoy source Y,

[12, 13],

Y = X0 0n (NYn (1.11)
Ya = ZnPn (N (1.12)
where ,

V. & y,} represent the relative frequencies of the registered n-photon
signals that are generated by the signal and decoy sources respectively at
Bob’s detector.
p,, (N): the probability of the source to emit n- photon.
If Y, value is large compared to Y;, the protocol will be aborted by
Alice and Bob. On the contrary, the protocol will be continued by
investigating yield of n-photon pulses from signal source, Y™, using the
yield of decoy source Y; as follows:
where,
Y =3 0 (Ns) Y (1.13)
Eve’s optimal choice is to block pulses containing more than 2
photons. In order that the protocol be secure, the total number of pulses that
are detected must be greater than that of attacked ones so the condition for
security Is,

(Ny)
Y, > ﬁYd (1.14)

Equation (1.10) represents an estimation for the amounts in the status
where the attenuated laser pulses are generated by both signal and decoy

sources with Poissonian statistics p, ( Ng) and p, ( N;) of photon numbers
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n, respectively. The same steps for calculating QBER followed by error
correction and privacy amplification techniques will be applied to obtain

the final secure key as in BB84 protocol.

1.3.3 Measurement-Device-Independent Quantum Key Distribution
protocol

The main advantages of Measurement-Device-Independent Quantum Key
Distribution (MDI-QKD) protocol are the following [14]:

1. It removes all the detector’s side channels and loopholes which
threaten security.

2. System performance improvement by using decoy states.

3. It can be implemented with commercial available devices, which
makes the protocol more practical. For example, the protocol can be
implemented with coherent states instead of entangled or single
photons.

Figure (1.4) shows the basic setup for MDI-QKD protocol.

¥ D Measurement
1M

device

-------------------------------

Pol-M Pol-M

wce | WCP

\ Alice y, \ Bob ),

Fig. 1.4 Basic setup of MDI-QKD protocol. Pol-M: polarization
modulator; IM: intensity modulator [14]
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In MDI-QKD protocol, all measurements are carried out in the rectilinear
basis. The incoming photons meet at a 50:50 BS and get projected into
either vertical (V) or horizontal (H) polarization states after passing PBSs.
Four single photon detectors (SPADs) are used to detect the photons. A
successful Bell state measurements (BSMs) [15, 16] is observed when
precisely two differently polarized detectors are triggered. BSM have the

following forms [15, 16],

=) =1/V2 (JHV) - VH)) (1.15)
[W+) =1/v2 (HV) + [VH)) (1.16)
|d—) =1/V2 (|HH) - [VV)) (1.17)
|d+) =1/V2 (JHH) + [VV)) (1.18)
Where

[yY-) and [yp+) represent two different qubits.

|@-) and |d+) represent two same qubits.

Table 1.2 shows the states resulting from BSM (referred to Figure
1.4) [14].

Table 1.2 BSM outcomes

Projection into A click in
[p™) (Dig & D1v) or (D2g & Dav)
[Y™) (D1 & Dav) or (D2 & D1v)

Table 1.3 summarizes all the wvalid basis-compatible BSM
measurements assuming two cases, the case where single-photon states are
sent out by Alice and Bob and the case where weak coherent pulses are

sent (which is the actual case in real MDI-QKD protocol).
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Table 1.3 Probabilities for basis-compatible valid BSM outputs [14].
SOP: state of polarization, WCP:Weak coherent pulse

Z basis BSM output X basis BSM output
SOPs Single- WCPs SOPs Single- WCPs
photons photons

Alice | Bob | [¥*) | [¥7) | [¢*) | [¥7) | Alice | Bob | [¥*) | [w7) | [w*) | [¥7)
HY | |H)Y | © 0 0 0 | |45) | 145) | 1 0 [075]025
vy [ vy | o 0 0 0 []135) | ]135)| 1 0 |[075]025
[HY | [v) | 05 | 05 | 05 | 05 | [45) ||135)| O 1 |025] 075
vy | 1#)y [ 05 [ 05| 05 ] 05 [|135)] |45) | © 1 [025]0.75

1.4 QKD Non-idealities and Eavesdropping Strategies
In order to implement QKD in real-life, ideal models should be used to
verify security proofs, which is not the case in reality, as imperfect single-
photon sources and detectors in addition to the noisy communication
channel that are commercially available, opening the door for different
eavesdropping attacks to be launched against QKD systems. In the
following sections, some of the QKD implementations non-idealities and
eavesdropping strategies will be reviewed.
1.4.1 QKD implementations non-idealities
Instead to using ideal single photons sources, attenuated optical pulses are
used with N, = 0.1 to reduce the leakage information but at the expense of
reducing the protocol efficiency. The existence of multiple photons in an
attenuated optical pulse gives a chance to eavesdropper to use these events
to gain information about the key without introducing any extra errors [17].
All quantum cryptographic systems suffer from a main problem. For
polarization based encoding systems , the polarization must be kept
constant over tens of kilometers, while in interferometric systems , which
are generally based on two unbalanced Mach-Zehnder interferometers, they
must be adjusted with respect to each other every few seconds to

compensate for thermal drifts.
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Regarding the transmission media for these systems, choosing OF channel
or atmosphere as a transmission media depends on the corresponding
wavelengths , for 1330 nm and 1550 nm OF channels are preferred for their
low loss at these wavelengths while for 860 nm FS channel is preferred
because of the availability of efficient single-photon detectors (SPDs) at
this wavelength. OF channels suffer from that polarization of photons is
changed with the increase of fiber length due to the birefringence character.
In addition, using photons in QKD systems present a problem of
losing the photons in the quantum channel by which the transmission
distance is limited to the order of 100km. Practical SPDs have low
detection efficiency and rate that leads to an increase in QBER. All of these
issues will reduce the final secure key rate, erroneous sifted key is created
and overall QBER will be increased [17]. The impact of these types of non-
idealities on the QKD systems performance is considered through the next
four chapters.
1.4.2 Eavesdropping strategies
Mainly, there are two types of eavesdropping, intercept / resend and beam-
splitting assuming that Eve has the technology for dealing with single light
pulses, i.e., including photodetection and the ability of storing a pulse for
an arbitrary long time before measuring it.
1.4.2.1 Intercept / resend strategy
In intercept / resend strategy, Eve intercepts selected light pulses and then
reads them in her own choice. For each pulse received by Eve with a
probability equal to N,, efficient detectors will detect the received photons
successfully [4]. When this occurs, the received pulses are fabricated and
sent to Bob with the same polarization detected by Eve. To ensure that Bob
IS unsuspicious about the presence of Eve, Eve’s fabricated pulses should
be of such intensity slightly higher than one expected photon per pulse in
order to have the same net rate of pulse detection by Bob as in the case of

no eavesdropping [4].
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1.4.2.2 Beam-splitting strategy
This type of attack depends on that weak coherent pulses contain more than
one photon in each pulse. The attack is achieved by using a partly —
silvered mirror by Eve to divert a fraction of the original beam’s intensity
to herself, letting the other part to pass to Bob undisturbed. Eve stores her
share of each pulse in order to avoid wasting information by measuring
pulses in the wrong bases. She stores the pulses until Alice and Bob
announce the correct bases by their public discussion then she measures the
stored pulses in those bases [4].

The presence of Eavesdropping disturbs the communication between
Alice and Bob and errors will be introduced in the sifted key bits,
sometimes the presence of Eve will not be noticed by Alice and Bob and it
IS not the only source of error in quantum cryptographic systems. Physical
imperfections in a quantum channel introduce noise and also misalignment
may introduce an additional source of errors. To get around these problems
Alice and Bob need to reconcile their keys (correcting errors) to make them
identical, and then applying privacy amplification for further security but at

the expense of more shortening for the final key length [1].

1.5 The Structured Flow of the Modeling Process and the Methodology
Used
The purpose of QKD modeling is to efficiently relate the system practical
considerations, software design with the theoretical fundamentals such as
the optical pulse generation and transmission, the optical pulse properties,
the operation principles of the optical components and the system
environment conditions such as the temperature [18].

The QKD system simulator modeling process involves set of actions.
The representation of these actions is known as the software development

model. In this section, the structuring flow of the software development
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model that utilized to implement this simulation tool, is explained in
addition to the methodology used in this research work.

In general, there are four actions required to implement any
programming model. Firstly, the model specifications must be
characterized, secondly, the model design should suit the user prerequisites,
thirdly, the designed model must be verified and tested and finally, the
implemented model must be flexible and possible to be developed [19, 20].

In this work, the software development model structure consists of

four stages arranged as a top-down flow as shown in Figure (1.5).

User needs analysis

N

Model specifications

Model design

W

Model verification and

validation process

Fig.1.5 QKD simulator software development model

In a nutshell, each stage is explained as follows:

1. User needs analysis

In this stage, the user prerequisites that the designed QKD simulator can
achieve are analyzed. The simulator requirements focused on successfully
building the BB84 protocol as a first step and investigating the QBER and
the final secure key under different operation conditions as well as it should
be flexible enough to implement other QKD protocols with the possibility

to select different modeled physical components.



2. Model specifications

22

In this stage, the inputs provided from the simulator's user with the

expected outcomes are defined. Figure (1.6) represents the simulator

specifications as inputs and outputs.
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Fig.1.6 Input and output of the QKD simulator. BPRS: binary pseudo random

sequence, LP: linear polarizer, BS: beam splitter, PBS: polarization beam splitter,

OF: optical fiber, PA: power attenuator.
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3. Model design

The QKD simulator is implemented using Matlab 2019a as it provides the
essential built in math functions in addition to the programing basics that
are found in the main programing languages. According to this stage, the
previous two stages are related to the hardware components for the
simulator final design. In this work, the modular and hierarchical approach
that has been used as an architecture for the simulator. Using this approach,
the user will be flexible enough to build different implementation scenarios
and the model developer will easily modify and extend the model. Figure
(1.7) shows the designed model reference layers that consist of three layers
each with a specific objective. The outer layer represents the protocol type
selection by the user.

Up to this time, only BB84 protocol was demonstrated. The middle
layer represents the main QKD operation phases that involve the optical
signal generation, transmission, reception and detection. These steps were
built using various modules which consists from different integrated
physical modeled components. For example, the optical signal preparation
and generation phases can be conducted using the transmitter module
which consists of binary pseudo random sequence generation unit (BPRS),
pulsed laser source, linear polarizer (LP) and optical power attenuator
(PA). The last layer is established using different physical electrical and
optical components. This layer is considered as the construction of the

modules at layer 2.
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Fig.1.7 QKD simulator reference layers

4. Model verification and validation process
As the modeling are progressively being utilized to help in finding answers
to the problems which are difficult to deal with practically, the credibility

of the simulation models and their results should be verified [19].

The correctness of the simulation model results can be tested through
verification and validation of the simulated model. Literaturally, model
verification can be defined as “ensuring that the computer program of the
computerized model and its implementation are correct” [19]. While,
model validation is explained as "substantiation that a computerized model
within its domain of applicability possesses a satisfactory range of
accuracy consistent with the intended application of the model”[20]. Model
validation is "the comparison of model behavior to the behavior of the
system under study when both are responding to identical input
conditions"[19].
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For each modeled component, the verification process is used to ensure that
the simulation model has been coded properly and the programming is in a
hierarchical and structured form as recommended by Sargent [19].

The approach that has been used for model verification was by
running the models individually under different circumstances and
conditions by apply inputs to the component and check the outcomes. The
calculated results will show how the model programmed in a sufficient and
correct way by determines the response of the model to the input
parameters.

In this research, Matlab compiler was used to prove the model
verification by testing the code line by line [19].

With respect to the validation technique that has been utilized for
each modeled component, the validation approach that was applied on the
conceptual and mathematical models as recommended by Sargent [19] was
established by the help of the specialized references and publications in the
field, commercial data sheets of the optical component to define the
allowed input and output limits.

The last step in the validation process used in this research was to
test the operational validity of the modeled components. The validation of
component operation as defined by Sargent is determining whether the
simulation model’s output behavior has the accuracy required for the
model’s intended purpose over the domain of the model’s intended
applicability [19].

Thus, the methodology that was followed to ensure that the modeled
components and hence the modeled QKD simulation framework are
sufficiently valid to investigate the performance of the QKD parts
individually or as a complete system was to compare the modeling output
behavior to the output of other correct and confidence model or to the

output from real optical devices. As the modeling results match the valid
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models results, the validation will be increased and thus the reliability in
the modeled component and its results will be increased too.

In order to connect the ideas presented in the verification and
validation activities to the modeling and simulation process, Figure (1.8)

shows the most general version of the model design process.
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Fig.1.8 General model design process [19]

In this research, three methods were followed to test the validity of

the modeled components,
Method 1: Some modeled components behavior is compared to the known
results of analytic models as recommended by Sargent, Balci and Banks
[19, 20]. This method was used in this work because basically the modeled
QKD framework is not intended to simulate any real QKD system but to
evaluate the capabilities of the modeled QKD framework presented in this
thesis.

The results of the validated mathematical models for the modeled
components are compared to the results of the modeled components to test
the validation degree of the modeled components.

This approach was applied on the modeled optical components in
addition to the quantum OF and FS channels to investigate their validity as

will be seen later in the next chapters.
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Method 2: This method was used to test the validity of the other modeled
components by comparing the results of the modeled components to the
results of the valid simulation models as recommended by Sargent, Balci
and Banks [19, 20].

This approach was applied on the modeled pseudo binary random

generator unit and the modeled laser source to test their validity as will be
seen in Ch.2.
Method 3: This method was used to test the validity of the last modeled
component by comparing the results of the modeled component to the
results from real optical devices as recommended by Sargent, Balci and
Banks [19, 20].

This approach was applied on the modeled SPAD and SNSPD
components to test their validity as will be seen later in Ch.4.

As it is known that the detection unit is the heart of the QKD
systems, the first method was also used to test the validity and the
correctness of this unit.

In general, the validation of the QKD system modeling tool was
proved via sequence of test cases under different operation conditions and
with different input parameters as will be seen later in the next chapters.
This methodology of the test cases applied to all the modeled components

and modules in addition to the final QKD modeling tool.

The methodology for the modeling process for each component and
module that was followed over this research work is similar as shown in
Figure (1.9).
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Fig.1.9 Modeling process steps. GUI: graphical user interface
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1.6 Problem Statement

Each QKD system, whether commercial or research, is a unique
implementation based on the theory and principles of QKD using currently
available components, protocols, and technology. As there are no widely
accepted security and performance standards for evaluating QKD systems,
each system designer architects their system based on their own views and
needs. The ability to model accurately and simulate QKD systems at an
appropriate abstraction level is an essential capability necessary for
analysis of current and next generation QKD cryptographic systems.

Currently, there is a need to develop a flexible, extendable, quantum
communication modeling and simulation analysis framework that take
advantage of all the best practices in modeling, simulation, and analysis
and model QKD systems at an appropriate detailed level to estimate
system-level attributes in security, performance, and cost.

Different versions of the simulation study exist; the focus of this
research is on the following steps (identifying the problem, setting the
objectives and conceptual modeling) leading to two essential issues in
building any efficient simulator that are the correct validation and

verification for the designed simulator.

1.7 Aim of the Work

The aim of this work is modeling environment tools, which are intended to
deal with quantum cryptography systems, by designing and executing a
simulator to understand and examine the operation of QKD systems by
demonstrating the BB84 protocol and evaluate its performance in terms of
QBER and key distribution process efficiency considering the limitations

imposed by using practical components.
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1.8 Literature Review

Since the presentation of the first QKD protocol (BB84) in 1984, various
approaches have been investigated to implement a simulation tool to
observe the performance of the QKD implementations and protocols. The

following summary shows some of these studies.

(1) 2008-Shuang Zhao and Hans De Raedt [21]

Simulated protocols: BB84 and Ekert protocols.
Approach applied: event by event method was used for the first time.
Simulation tool: Matlab.

Aim of the work: to demonstrate the bits transmission through the system
using BB84 and Ekert protocols with and without eavesdropper but

without taking into consideration the channel losses and noise.

Alice’s Bob's
Observation station Observation station

Correlation

=

~—

The proposed simulation scenario

(2) 2011- Marcin Niemiec, Lukasz Romanski, and Marcin Swiety [22]

Simulated protocols: BB84, B92 and other protocols.
Approach applied: object oriented programming approach.

Simulation tool: C++ language.

Aim of the work: to simulate the operation of QKD protocol to provide
information about the transmitted key rate, QBER that is determined by

some parameters such as transmission channel and eavesdropping.
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(3) 2012-Zhu Lijuan [23]

Simulated protocol: BB84 protocol.

Approach applied: object oriented programming approach.

Simulation tool: C# .Net language.

Aim of the work: to demonstrate BB84 protocol under the effect of

eavesdropper and without taking

limitations.

into consideration the channel

(4) 2015-Logan O. mailloux, Jeffrey D. Morris, Michael R. Griamaila,
Douglas D. Hodson, David R. Jacques, John M. Colombi, Colin V.
McLaughlin and Jennifer A. Holes [18]

Simulated protocols: different QKD protocols.

Approach applied: discrete event approach.

Simulation tool: OMNeT++.

Aim of the work: a complete framework known as (qkdx) has been designed

to implement different QKD protocols tacking into account the system non-

idealities and to conduct different performance analysis under different

operation conditions.
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Tests

QKD System QKD System Timing, etc
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Components Subsystems space, etc “Calculatons”
Simulation Framework (OMNeT++) | v
Simple Finite State Input/Output Experimental Design
Modules Machine gates Execution Support
Compound Channel Message Graphical User Interface
Modules for Assembling Simulations

gkdx simulation platform architecture
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5) 2015- Logan O. Mailloux, Michael R. Grimaila, John M. Colombi,
Douglas D. Hodson, Ryan D. Engle, Colin V. McLaughlin, and Gerald
Baumgartner [24]

Simulated protocol: Decoy state protocol.

Approach applied: discrete event approach.

Simulation tool: OMNeT++.

Aim of the work: to simulate the decoy state protocol and to investigate the

procedure followed to detect photon number splitting attacks.

(6) 2016-Abudhahir Buharil, Zuriati Ahmad Zukarnain, Roszelinda
Khalid, Ahmad Zakir Dato and Wira Jaafar [25]

Simulated protocol: Non-Entangled based QKD experiment.
Approach applied: discrete and continuous event.
Simulation tool: commercial photonic simulation software OptiSystem.

Aim of the work: to study the QKD implementations using a combination of
micro, meso and macro parts to model real world QKD experiments.
Microscopic part deals with the qubits, macroscopic part represents the QKD
system components and mesoscopic simulation is considered as a link
between the microscopic and the macroscopic parts that defines any change

in microscopic properties according to the macroscopic properties.
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—
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PBS L y @

LASER. Passive (" Loss & Noise | [ Detector
photonic
&
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(7) 2017-Miralem Mehic, Oliver Maurhart, Stefan Rass and Miroslav
Voznak [26]

Simulated protocols: different internet networks protocols.

Approach applied: discrete event approach.
Simulation tool: The network simulator NS-3

Aim of the work: to simulate QKD network protocols and investigate the
QKD network performance in terms of key generation rate and traffic

management.

(8) 2016-Xilong Mao, Yan Li, Yan Peng, and Baokang Zhao [27]

Aim of the work: A simulation tool consists of main QKD system
components i.e. light source, channel and the SPD used to simulate the QKD
system. The main contribution of this tool is to get the generated raw key in

hexadecimal as an output and then use it for further works.

(9) 2018- Satya Kuppam [28]
Simulated protocols: BB84 and B92.
Approach used: discrete event approach.

Simulation tool: Communicating Quantum Processes (CQP) language.

Aim of the work: to demonstrate BB84 and B92 protocols under Eve effect

and compare between them in terms of their resistance against eavesdropper.

1 —

— BB84
,/’ ——B92

Probability

o 5 10 15 20
Number of qubits exchanged (N)
Comparison between BB84 and B92 in terms of
Intercept Resend eavesdropper detection
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(10) 2020- Rishab Chatterjee, Kaushik Joarder, Sourav Chatterjee,
Barry C. Sanders, and Urbasi Sinha [29]

Simulated protocol: B92.
Aim of the work: to simulate B92 protocol and to analyze the system
behavior in terms of key rate and QBER with considerations the practical

system problems and limitations.

QKD
Protocol
[ Source ] [Preparahon] [ Transmnssuonl [Delection] [Post-processmg]
¥ 4 Y l l
4
Optical Electrical Random number Time
components components generation tagging
Physical Mechanical Numerical Noise
processes components | calculations estimations

Simulation tool reference architecture

1.9 Thesis Layout
This thesis is divided into six chapters

Chapter One gives general introduction and the main concepts about
quantum cryptography and QKD. Different types of QKD protocols are
presented. The aim of this study and the scientific method that was used in
this work are discussed at the end of the chapter.

Chapter Two gives a detailed theoretical background about the QKD
transmission parts in addition to extensive explanation of the modeling
steps that have been utilized to model each part with samples of testing that

was carried out on each component.
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Chapter Three presents the material required to model both quantum
channel types, OF and FS channels. The modeling methodology that has
been used supported by some performance evaluation test will be reported.
Chapter Four contains the identification of the QKD receiver model. The
exploration for each part begins with a general component explanation, the
most important component behavior of interest will be the basis of the
component conceptual model and the mathematical model that takes into
account the performance parameters believed to be important for modeling
the QKD receiver parts will be introduced. The design of the most
important and emerging single-photon detection technologies, SPAD and
SNSPD will be presented. Finally, samples of modeled output with the

analysis for each modeled optical component will be presented.

Chapter Five includes the final version of the QKD simulator with a
demonstration of the BB84 protocol as a case study. Initial
implementations of this simulator will be addressed and tested. The results
obtained from the simulation of the BB84 protocol phases to study the
performance of the QKD system considering the distributed keys length
and QBER under the effect of using both quantum channel types will be

presented.

Chapter Six presents the main conclusions and suggestions for future

work.



Chapter Two

The Transmitter of the BB84 Protocol
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Chapter Two

The Transmitter of the BB84 Protocol
2.1 Introduction

The purpose of this chapter is to identify the transmitter of the BB84
protocol. The exploration for each part begins with a general component
explanation obtained from data sheets and related reference literatures.
Based on this research, the most important component behaviors of interest
will be the basis of the component conceptual model which will be the first
modeling step. Later, the mathematical model that takes into account the
performance parameters believed to be important for modeling the BB84
protocol transmitter parts will be presented. Finally, samples of modeled
output with the analysis for each modeled optical component will be
presented. Figure (2.1) illustrates the main BB84 transmitter parts and the

modeling flow that has been conducted in this research.

Pulsed Laser
Source 1

LP1 |—= Optical PAl

W

Pulsed Laser
Source 2

—=| LP2 | Optical PA2

BPRS E J.
generator I

Pulsed Lase -
> Source 3 ' = LP3 |—| Optical PAS
h:?ic[-:ikr ﬁl Lp4 | Optical PA4

Fig.2.1 The model of the BB84 protocol transmitter

2.2 The Pulsed Laser Source Module

This section outlines the methodology used to model the pulsed laser
source. It gives a vision to the operation basics of this component, the

concept and the mathematical models that have been used for modeling.

—= Quantum channel
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Laser pulse simulation results with the final laser module Graphical User

Interface (GUI) will be presented and discussed at the end of this section.

2.2.1 The Device description

The optical source is designed to generate coherent optical pulses that
simulates the pulses generated from commercially available laser source.

In the practical setting of any quantum cryptography system, it is the
almost only option to substitute single qubits in the original BB84 QKD
protocol and other related protocols with heavily attenuated laser pulses
because the perfect single-photon emitting devices are not commercially
available in the current technology [30].

For coherent laser sources that output a signal which obeys Poisson
distribution, the occasional production of multi-photon signals is inevitable
no matter how heavily the laser sources are attenuated [31]. In fact, even
for these weak pulses, the probability of having two or more photons per
pulse may not always be neglected, which gives a malicious eavesdropper
(Eve) a chance to obtain some amount of information on the shared key by
a photonnumber-splitting attack [30].

The statistical distribution of the number of photons depends on the
nature of light source and must be treated by using quantum theory of light.
However, under certain conditions, the arrival of photons may be regarded
as independent occurrences of a sequence of random events at a rate equal

to the photon flux, which is proportional to the optical power [32].

In quantum picture of light, light is considered to consist of a stream
of photons. The photon flux ¢ can be found from the average power (F,,,,)

in the beam [32],

P

¢ = ——* (Photon/s) (2.1)

v: is the frequency of the photon
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h: is the Planck’s constant (6.625x10 J.s)

A beam of light with a photon flux will nevertheless have random photon

number fluctuations at short time intervals [32].

Although the average photon flux has a constant value the photon
number on short time scales fluctuates randomly. These fluctuations are
described by photon statistics of the light. Perfectly coherent light with a
constant intensity has Poissonion photon statistics [32].

For a beam of constant power F,,,, incident on photodetector, mean

photon number per pulse measured in time interval T is given by [32],

_ _ PaygT
N, = T = T (2.2)

T is large enough so it will be divided into N sub intervals of
duration T/N, N is very large so that there is only very small probability p
= N, /N that one photon is registered & negligibly small probability that 2
or more photon events occur. The probability of observing n events in the
N intervals in time T is,

p"(1—p) " (2.3)

N!

P(n) - n!(N-n)!

By substitute the value of p [32],

— : ﬂ n _ﬂ N—n
As N - o Mg
(N-n)INT

. N )
Furthermoreas N - o (1 — WO)N n 5 e=No

On using these two limits [32],
limy_,e P(n) = l' 1.n ™ e No (2.5)
n.
The Poisson distribution is used to predict the number of occurrences

of a discrete event over a fixed time interval [32],



p() =

n
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(2.6)

This distribution is displayed on semi logarithmic plot in Figure (2.2)

which shows the Poisson distribution for several values of N,. The curves

become progressively broader as N, increases [32].
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Fig.2.2 Poisson distributions for N, of 0.1, 1, 5, and 10 [32]

For instance, if N, = 0.1 is used, then most of the pulses contain no

photons, some contain single photons and a fraction of order 0.005 signals

contain several photons.

The modeled pulsed laser source provides train of pulses with ns

duration, repetition rate ranging from 0.1 MHz to 10 MHz, 1 mW peak

optical output power and three different emission wavelengths (830nm,

900nm and 1550nm) which are widely used in QKD systems.

The modeled pulsed laser source has one electrical input port and

one optical output port. The electrical port is the input port from the
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modeled BPRS generation unit. While, the optical port generates the

coherent Gaussian optical pulses.

The first model creation step is to review the functionality, operation
and the performance characteristics of the device using different standard
references and commercial data sheets. The model output is compared to
the commercial IDQ (ID300) (Appendixl) laser output for model

validation.

The information provided from the first step is used in the second
model creation step to build the conceptual model. In addition to the
mathematical model, the conceptual model is utilized to code the pulsed

laser model using Matlab.

2.2.2 The Pulsed laser source conceptual model

Laser is an electro-optical component with one input and one output as

shown in the corresponding conceptual model of Figure (2.3).

Input portt ———>|  Pulsed laser source.  ———>  Qutput port

Fig.2.3 Pulsed laser source conceptual model

In Figure (2.3), the laser pulses are generated when the laser receives
an electrical trigger from the BPRS generator. The laser pulses are
generated based on the electrical input signal repetition frequency, optical

wavelength, pulse width, polarization and the orientation of the pulse.

It is important to mention that the generated pulses are processed
independently as they pass through different optical components which as a
result improve the simulation performance of the modeled system in terms
of preventing the pulses accumulation which in turn leads to the

interference of the pulses.
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2.2.3 The Pulsed laser source mathematical model

As the laser is considered as a source for coherent optical pulses, the
approach used to mathematically model a laser is focus on how the optical
pulses are modeled in an efficient manner to treat all the optical
components following the laser source module. The mathematical
representation of the optical pulses used in this work is based on the model

implemented by Gerald Baumgartner et al [33, 34].

The complex representation of the electric field for the
monochromatic plane wave lies in the x-y plane can be written as [33, 34],

= Ex(z,1) i(kz—owt cos( Ainc.)
E@ )= [Ey(z, t)] = Foe!me8 [sin( Hine)e'® (2.7)

Where:
E, is the amplitude of the wave.
inc. 1S the polarization of the wave ,i.e. , angle of the vector with respect
to the x axis, with the x and y components of the amplitude being
Eycos( ajn.) and Eysin( a;y,c ), respectively
@ is the ellipticity of the wave ,i.e. , relative phase of E, and E,,
k is the wave number
w Is the angular frequency

The propagation medium for this plane wave is considered as a
homogenous, isotropic in which x and y components propagate with the
same phase velocity. The superposition of these plane waves form an

electromagnetic pulse propagating in z direction.
By assume E,,=0 in Eq. (2.7), E,. can be expressed as [33, 34],
Ex(z,t) = [ A(k) eikz=o@tg) (2.8)

The integration range takes all the possible waves that contribute to the

formation of the wave packet or the pulse from —oo to +oco.
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A(k) = |A(k)]e”™® is a complex amplitude which is considered as a
smoothly varying function of k. For a non-dispersive medium, (e.g. a

vacuum), each pulse harmonic component propagates with the same phase
velocity (equal to %). In this case, w = vk, where v is the constant phase

velocity. As a result,
dw/dk= v, so Eg. (2.8) can be written as [33, 34],
E,(z,t) = Egeikoz=®ol) £ (7 — pt) (2.9)
Where:
f(z — vt) is the modulating factor which defines the unchanging shape of
the pulse. Its phase is constant with time and regarded as a function of the
position. Thus, the phase of f(z —vt) remains preserved for different
frequencies as long as the pulse travels [33, 34].

With arbitrary polarization of light, a;,., the EM pulse can be
represented as [33, 34],

E (z,t) = Ejel(koz=wod) (7 — pt) [sj(;l(zsc(z.am)cé)i‘p (2.10)

Which can be rewritten as [33, 34],

= i z cos inc.
B(,0) = Byelthor-uot gt — ) [Sin( (E_“ )e)@ (2.11)

or with most general form as [33, 34],

[ COS( ainc.)' (212)

Sin( ainc.) e'?

gt =2
Where:

|g(t - §)| Is a dimensionless, normalized scaling factor which defines the
shape of the pulse at any z value or after a time equal to % [33, 34],

0(t — %) is the phase of g(t — %)

At z=0, Eq.2.12 can be modified to define the time-profile of the pulse [33,
34],

E(0,0) = Ege~{@oegio®|g(p)| [si(;lo(sc(r-aigcé)i o (2.13)
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A coherent optical pulse has a global phase 6 independent of the time
coordinate of the pulse, i.e.,8(t) = 6 is a constant in Eq. (2.13).
Furthermore, due to the light pulse quantization, the photons within the
pulse have the same phase as well as, for a non-dispersive medium; 8 is
constant at all spatial points z. Thus, such a coherent traveling pulse at
position z can be defined by [33, 34],

%)

v

B 0) = Bgelturoner? g -5 | cos( @inc.) (2.14)

Sin( ainc.) e e

At z=0 [33, 34],

E(0,t) = Eje~i@iDei| g (1) [Si:zso(l_a”‘)cé)w (2.15)

For a coherent pulse with a Gaussian shape, |g(t)| can be represented as
[33, 34],

lg(®)] = %—;e‘““‘“ﬂz (2.16)

Where t, is the point around which the pulse is shaped, t is the standard
1

deviation of the pulse which represents the pulse width, and A2 =3

2.2.4 Simulation results and discussion

The purpose of this sub-section is to present the outcome of modeling the

pulsed laser source with the analysis via two points,

1. Focusing on the modeled optical laser pulse and how to validate this
designed pulse to the actual laser pulse for final laser model component
verification.

2. Describing the laser source model that has been implemented in Matlab
v.19.

ID300 sub-nanosecond pulsed laser source was used in this research

to compare its output to the modeled laser source output. Figure (2.4)

represents the measured in the lab. ID300 laser pulse with 3 different

peaks. One can easily note how the measured pulse shape differs from the

time profile of the same device as illustrated in the device commercial data
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sheet. Thus, the best way to model such complex pulse is by using more
complex approximation which can be verified by mixing three Gaussian

curves.

Optical power, a.u.

0 50 100 150 200 250 300 350 400
Time, ps

Fig.2.4 Measured ID300 Laser Pulse [34]
In this research, a sum of three Gaussian functions is used to
approximate the 1D300 laser pulse. Table (2.1) represents these parameters

values.

Table 2.1. Parameters to approximate modeled optical pulse

Gaussian curve Gaussian amplitude to (ps) T (pS)
1 44.5 93.48 18.72
2 37.1 171.12 57
3 4.57 350.3 47

Figures (2.5) to (2.10) illustrate the results of laser pulse simulation
for A=1550nm under different pulse parameters tests to verify that these
results match the expected theoretical results and to ensure how well this
pulse was designed to be used it in the simulator. The optical pulse will be
tested in terms of pulse amplitude, width, orientation and polarization
(Ellipticity).

Figure (2.5) shows the simulated laser pulse with different

amplitudes.
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Fig. 2.5 Simulated laser pulse with 8 =0, a;,.. =0, ® =0.
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Figure (2.6) illustrates the response of the simulated pulse to the change of

its temporal width with the same previous assumptions.
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Fig.2.6 Simulated laser pulse with 8 =0, a;,,.. =0, @ =0
(a) Pulse width=0.08ns  (b) Pulse width=0.05ns

One of the most important coherent laser pulse parameters which is
necessary to model this pulse is the pulse orientation (a;,.). Figures (2.7,
2.8 and 2.9) represent three different cases to investigate the performance
of the modeled laser pulse to the change in the orientation of its electric
field. Figure (2.7) shows how E;,;4; Of the simulated laser pulse consists of

only E,, according to Eq. (2.15) because of a;,,. =90°.



Amplitude (mV)

o
o

w

I
o

¥

-
m

-

o
o

=]

46

10715 o
45 ‘I(\I
| \
‘. “r |
/ 5 sk | ﬂ
I~ |
/| Eor ||
[ 2 '
|| I‘ s 25+ | \
=17 £ 20 / {
| \ <
| 15 \
\ |
‘\,,_\ 10} j
/
e sl }
0 100 200 300 400 500 600 700 Do 100 200 300 400 500 500
Time(ps) Time(ps)
@ o (b)
45 { \
|
40t || |ﬂ
35 ' |
= |
Tor ||
P |
S 25 | \
= |
£ 20 |
<
15 / \
10 ,'
Al /f
Do 100 200 300 400 500 500 700
Time(ps)
(c)

Fig.2.7 Simulated laser pulse with 8 =0, a;,,. =90, @ =0
(a) Ex’ (b) Ey ) (C) Etotal

700

Figure (2.8) shows how E;,;,; Of the simulated laser pulse consists of the
effect of both E,. and E|, according to Eq. (2.15) because of a;,,. =45°.
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Figure (2.9) shows how E,,;,; Of the simulated laser pulse consists of only

E,. because of a;,,. =180°.
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Finally, in order to test the relative phase between E, and E,,
components, .i.e., pulse polarization and how it will affect the resultant
Eiotar, three different tests were made as shown in Figure (2.10). The

obtained E,,;,; results illustrate how Eq. (2.15) responds to the variation in

P.
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As a conclusion to the previous tests, the resultant laser pulse

simulation results agree with the expected theoretical results obtained from

Eqg. (2.15) and hence its validity to simulate the propagation of the laser

pulse through different modeled optical components in this work.
Based on the designed laser pulse, the laser source module has
been implemented with a friendly GUI as shown in Figure (2.11). This

interface with its configurable pop-up menus is responsible to allow users

to setup input parameters to configure the pulsed laser source module.

E source

Pulsed Laser Source
Wavelength 830 -

Repetition Rate 0.1

Pulse Width |10 -]

08}

06

04}

02

— =

Run

Fig.2.11 Optical source module simulator window
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This module consists from two parts, BPRS generation unit and pulsed
laser device. The modeled BPRS unit generates randomly a binary non-
return —to-zero (NRZ) sequence of 5000 bits with defined pulse repetition
rate. This model supply a sequence that can be lengthened to infinity as
long as N bits periodically repeated and that is what makes it different from
true random sequence sources. This model can also import the date from
external files with true random sequences based on physical processes [35,
36]. The optical laser pulses generation rate depends on the electrical
trigger signals repetition rate and on the number of input bits from the
BPRS unit. This module can support repetition rate from 100 kHz-10 MHz.
The width of the generated pulses as well as the optical wavelength of the
source can be changed to cover three wavelengths that are used in QKD

systems.

These wavelengths are 830nm, 900nm and 1550nm. 830nm and
900nm are utilized when SPAD is used as a detection device where it
shows maximum detection efficiency at these wavelengths. While, 900nm

and 1550nm are used when SNSPD used as a detection device.

The left plotter of Figure (2.11) represents the electrical trigger
signal applied from BPRS with defined pulse repetition rate. The right
plotter shows the corresponding generated optical laser pulses according to
the trigger signal. After each run, all of these parameters are saved to be
used as the user needs. Many parameters can play an important role in the
processing speed, such as number of input bits, availability of efficient

CPU and large memory space.

Three tests were done to verify the modeled optical source module to
simulate the laser device operation. Figure (2.12) illustrates Test 1 result.
In this test, A is set to 830 nm, PRR is set to 100 KHz, and t is set to 2ns.

Ppear 1S equal to ImW.
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-

Wavelength 830 -~ nm

Repetition Rate MHz
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Pulsed laser ofp(Watt)

o

Fig.2.12 Test 1 result for:A=830nm, PRR=100KHz, 1=2ns

Figure (2.13) illustrates Test 2 result. A is set to 900nm; PRR is set to 2
MHz and t is set to 2ns.

Pulsed Laser Source
-3
, ul 15% 10
Wavelength nm =
- 5
= a 1 4
Repetition Rate |2 v MHz 06 2
2 :
o 0.4 -
Pulse Width 2 - o 0.5 1
0.2 =
T
0 0
2 4 6 8 10 | 2 4 6 8 10
Time (usec) Time (usec)

Fig.2.13 Test 2 result for:A=900nm, PRR=2MHz, t=2ns

Figure (2.14) illustrates the Test 3 result. A is set to 1550 nm, PRR is

set to 10MHz and < is set to 2ns.
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Fig.2.14 Test 3 result for:A=1550nm, PRR=10 MHz, t1=2ns

2.3 The Linear polarizer

This section outlines the methodology used to model the LP device. It gives

a vision to the operation basics of this component, the concept and the
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mathematical models that has been used to model it. Final LP GUI will be

presented and discussed at the end of this section.

2.3.1 The Device description

This component is designed to polarize the input optical signal into a
known polarization. The polarizer works as a filter in which is transmitting
only the signal component that has the same polarization while filters out

the perpendicular component [18].

The direction of E(zt) is responsible for determining the
polarization of the light. At each point in z, E(zt) travels in a plane and

traces an ellipse. The rotation of E(z t) is periodically continuous as long
as the wave moves forward and hence repeating its motion for each

wavelength, 4 [37].

The polarization of the optical pulse is determined by the direction of

the major axis in the ratio of Z¥ and the phase difference @ between

Ox
x and y components, .i.e., ellipticity. On the other hand, the optical

intensity of the signal (I) can be determined by the ellipse size [37],

2 Tmed.

Where 7., is the medium impedance.

d

The pulse is said to be linearly polarized if one of the electrical field

components becomes zero or if @ =0 or m as shown in Figure (2.15).

~—Plane of polarization

Fig.2.15 Linearly polarized light [37]
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On the other side, the pulse is said to be circularly polarized if ¢ =+ m and

YA

-

the electrical field components are equal as illustrates in Figure (2.16).
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Fig.2.16 Circuilarly polarized light [37]

As it is known, polarization based QKD systems utilize the
polarization of the photon for encoding and detection measurements. As a

result, LP becomes irreplaceable device in QKD protocols [37].

If the plarization of the incident pulse is denoted by «;,., and the
polarization orientation angle for the LP denoted by y, , the output power
of the output beams P, and P;will be defined according to Mallu's Law
[21],

Py = COSZ( ®inc. — VLp) (218)

P = Sinz( ®inc. — VLp) (219)
Thus, as the pulse leaves the polarizer in beam 0, its polarization is

y.p- On the other hand, if it leaves in beam 1, its polarization is (y,;p +
7/2) [21].

The modeled LP has one optical input port and one optical output
port. The input signal is applied via the modeled pulsed laser module.

While, the output port generates optical pulses with known polarization.

The first modeling step was to review the functionality, operation
and the performance characteristics of the device using different standard

references and commercial data sheets. The model performance operation
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was compared to the theoretical and experimental device behavior reported
in related research work and the device's data sheets for model validation.
The information provided from the first step was used in the second
modeling step to build the conceptual model. In addition to the
mathematical model, the conceptual model will be utilized to code the LP

model using Matlab.

2.3.2 The Linear polarizer conceptual model
Linear polarizer is a passive component with one input and one output as

shown in the corresponding conceptual model of Figure (2.17).

Input port ——Mm> Linear polarizer —>  Output port

Fig.2.17 Linear polarizer conceptual model

From the conceptual model diagram, the polarized optical signals are
generated when the optical signals are sent from the pulsed laser module to
the input of the LP. According to its mathematical model, the modeled LP
simulates any changes in the polarization, ellipticity and the optical power
of the incident laser pulse minus a slight insertion loss estimated by -0.5 dB
[18]. In addition, the modeled LP blocks any pulse that has a polarization
perpendicular to the device polarization angle and allow for passing the

pulses with same polarization only.

2.3.3 The Linear polarizer mathematical model

The coherent optical pulse defined in Eq. (2.15) represents the input to the
LP component. For a non-dispersive medium; 6 will be constant at all
spatial points z [33], .i.e., assumed (0 degree) in this research. For the sake
of simplicity, |g(t)| term will not be considered for the next steps in this
model.
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From the coherent optical pulse representation, the signal parameters
related to the LP component and hence modify or change the signal

characteristics at the output of the LP are E,, a and @.
The polarizer transformation matrix is defined as [38],
(cos (V1p))? (cos (yLp) sin(y.p))
LP(y) = 2.20
D= (o5 (ron) sin )y st ) (2.20)
In order to find the polarized optical signal, the following
normalization to the result of the operation of the LP transformation matrix

on the coherent pulse Jones matrix will be carried out. The amount of

insertion loss must be considered,

E(y) = Norm [E(0,t).LP(y.p)] (2.21)

~EW)

—insertion loss
= EO 10 10

#/(cos(@tinc) €05 (71p))? + (5in(@ine) sin (yp))? + 2 €05(@ine) €05(¥1p) SIN(ine) sin(yop) cos(P)

(2.22)

Thus, the output polarized optical signal form can be written as follows:

> » . cos(output polarization)

BF(v) = E.e-i@00gi| g (¢ [ . o 2.23
(r) = Eoe e”lg®l sin(output polarization)e!(Cutput Elipticity) ( )
- . . cos(Qinc. output)

E(y) = Eqe " @oDei?|g(t [ me. = ] 2.24
) 0€ el?|g(t)| Sin(@ne. Output)el(cpoutput) ( )

2.3.4 Simulation results and discussion

The purpose of this section is to present the results with the analysis of
modeling the LP component. LP component model has been implemented
with a friendly GUI as shown in Figure (2.18). This interface with its
configurable editing object is responsible to allow users to configure the LP

component model for polarization and power attenuation tests.

The left plotter represents the incoming laser pulses applied from

pulsed laser module. The right plotter shows the corresponding generated
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polarized optical pulses. The polarization angle editing text object is used

to set up the polarizer angle.

I source l — &1

Linear Polarizer

1 1

Paolarization Angle 90 degree 0.8 0.8

0.6 0.6

0.4 0.4

0.2 02

0 s 0

0 0.2 0.4 0.6 0.8 1 0 0.2 0.4 0.6 0.8 1
Run

Fig.2.18 LP simulator window

Five tests are applied to verify the modeled LP component to
simulate the polarizer device operation. Figure (2.19) illustrates Test 1
result to investigate the output power of the polarized pulse after passing
through the LP component. In this test, the polarization of the input optical
pulse (a;,.) is the same as the polarizer angle (y,p) with linear
polarization, .i.e.,(®) =0. As shown in Figure (2.19), the polarized pulses
are slightly attenuated due to -0.5dB insertion loss without any attenuation

due to polarization mismatching.

4] source [C=AFET X
Linear Polarizer
15 x10% | x10°
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I 5 L
[ o _g 0.4 I
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Ll o I
L 0 0
L 0 1 2 3 4 0 1 2 3 4
| Time (usec) Time (usec)
&

Fig.2.19 Test 1 result for: y, , =45°, @y =45°, ® =0°.

Figure (2.20) illustrates Test 2 result to investigate the output power
of the polarized pulse when circularly polarized input pulse passing

through the LP component. The output polarized pulses are attenuated by a
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power factor equal to (1/\/ 2 input power) due to polarization rotation in

addition to -0.5dB insertion loss
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Fig.2.20 Test 2 result for: y;p =45°, a;p. =45°, ® =90°.

Figure (2.21) illustrates Test 3 result to calculate the output power of
the polarized pulse when circularly polarized input pulse passing through
the LP component.Behavior like this can be understood as the polarizer
angle will not have an effect on the polarized input optical pulse power
even if it is perpendicular on the polarization of the input optical pulse as

long as the input is circularly polarized.
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Fig.2.21 Test 3 result for: y,p =135°, ;y, =45°, ® =90°.

Figure (2.22) illustrates Test 4 result to calculate the output power of
the polarized pulse when linearly polarized optical input pulse passing
through the LP component and the polarization of the input optical pulse is

perpendicular on the LP angle. As expected, the output polarized pulses are



57

highly attenuated due to the effect of high extinction ratio which is > -100

dB as mentioned in the film polarizer from Thorlabs data sheet.
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Fig.2.22 Test 4 result corresponding to y;p=0°, a;,. =90°, ® =0°.

Figure (2.23) illustrates Test 5 result to investigate the output power
of the polarized pulse after passing through the LP component. In this test,
Qe 1S the same as y with linear polarization, .i.e.,(®) =0. As shown in this
figure, the polarized pulses are slightly attenuated due to -0.5dB insertion

loss without any attenuation due to polarization mismatching.
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Fig.2.23 Test 5 result corresponding to y;p=90°, ;.. =90°, ® =0°.

2.4 The Optical Power Attenuator

This section outlines the methodology used to model the optical PA device.
It gives a vision to the operation basics of this component, the concept and
the mathematical models that has been used to model it. Final PA GUI will

be presented and discussed at the end of this section.
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2.4.1 The Device description

This component is designed to attenuate the electrical field for the optical
input pulse for both polarizations. PA can be fabricated using one of the
two most efficient and inexpensive techniques, misaligned splices or doped
fibers [39].

Since the coherent optical pulses generated via the pulsed laser
sources may have millions of photons which are inappropriate for QKD
applications, in addition, single photon sources are not commercially
available in QKD implementations. Thus, the best solution currently used
in the QKD systems is by heavily attenuating the laser pulses up to > -40dB

to reach the required quantum level with N, equal to 0.1 [37].

In order to investigate the required attenuation level to reach the

appropriate mean photon number, the following derivation can be used,

The average optical power of the laser source is defined according to
the following Equation [40],
Pwe = N,huPRR (2.25)
The average optical power of a single photon is [40],
Psingie = hPRR (2.26)
The number of photons per pulse is related to the duration of the

pulse, and is calculated from [40],

N, = e (2.27)

N Psingle
The single photon generation attenuation level is calculated from
[40],

§ = L = Fsingle (2.28)

N Pave

According to [10],
N, =~ (2.29)

hv
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Where,
T = time interval = — [40],
PRR

P, o XOXT P, . X8
. NO — ave — ave (2 ) 30)
hv hvuPRR

The model performance operation was compared to the theoretical
and experimental device behavior reported in device's data sheets for model

validation.

2.4.2 The Power attenuator conceptual model

The power attenuator is a passive component with one input and one

output as shown in the corresponding conceptual model of Figure (2.24).

Input port ——> Power attenuator ——>  Output port

Fig.2.24 Power attenuator conceptual model

In Figure (2.24), the optical power attenuated signals are generated
when the polarized optical signals are sent from the modeled LP
component to the input of the PA. According to its mathematical model,
the modeled PA component will simulate the optical power losses of the
incident polarized optical pulses which corresponds to the attenuation level
in (dB). The attenuation level is based on the required N, set up by the

user.

2.4.3 The Power attenuator mathematical model

The coherent optical pulse defined in Eqg.(2.15) represents the input to the
PA component. From the coherent optical pulse representation, the signal
parameters related to the PA component and hence modify or change the

signal characteristics at the output of PA is E,.

In order to find the power of the polarized optical pulses after

passing through the PA, the following operation on the coherent pulse
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Jones matrix will be carried out taking into account the amount of the PA

attenuation level.

E(a)=Eye~@iDei®|g(t)] [ cos(ainc_). x,/101—§ (2.31)

Sin(ainc.)eup
Where
0 1s the PA attenuation level in dB

2.4.4 Simulation results and discussion

The purpose of this section is to present the results with the analysis of
modeling the PA componen. PA component model has been implemented
with a friendly GUI as shown in Figure (2.25). This interface with its
configurable pop-up menu is responsible to allow users to configure the PA
component model for power attenuation tests. The left plotter represents the

incoming polarized optical pulses the .i.e., output of LP.

The right plotter shows the corresponding generated attenuated
optical pulses. This model can support different N, values starting from 0.1
to 1. This model responds to the user's N, selection and calculates the
corresponding ¢ in dB and immediately plot the resultant attenuated optical

pulses measured in Watt.

& source }3&'

Power Attenuator

Awverage Photon Number 01 -

" Attnuation Level in (dB)

- 7R R—

| |5

Fig.2.25 PA simulator window

Three tests were done to verify the modeled PA component to
simulate the attenuator device operation. For all tests, the input pulses for
the PA are linearly polarized. Figure (2.26) illustrates Test 1 result to
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investigate the output power of the polarized optical pulse after passing
through the PA component. In order to reach N,= 1, § =-136.559 dB, thus,
Ppear €quals to 14 pW as shown in Figure (2.26).
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Fig.2.26 Test 1: N,=1

Figure (2.27) illustrates Test 2 result. In this test further attenuation
was applied in order to reach N,= 0.6. Therefore Py, of the laser source

needs to be attenuated to about 10 pW.
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Fig.2.27 Test 2: N,=0.6

For QKD implementations, generally, the desirable N, value is
equal to 0.1. In this case, heavy attenuation level will be applied to reach
this value. Figure (2.28) illustrates Test 3 result. §=-146.559 dB, thus,
Pyeqr cOrresponding to N, = 0.1 is approximately equal to 0.04 pW.
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Fig.2.28 Test 3: N,=0.1
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Chapter Three
QKD Quantum Channel

3.1 Introduction

The purpose of this chapter is to identify the modeling of the OF and FS
quantum channels. The exploration for each channel type begins with a
general explanation obtained from related literatures. Based on this
research, the most important channel behaviors of interest will be the basis
of the channel conceptual model which is the first modeling step. Later, the
mathematical model of a single mode fiber (SMF) and FS atmospheric
model that takes into account the atmospheric and diffraction losses that
believed to be important for the modeling of the QKD quantum channel.
Finally, samples of modeled output with the analysis for each modeled

optical quantum channel type will be presented.
3.2 The Optical Fiber Quantum Channel

This section outlines the methodology used to model the OF quantum
channel. It gives a vision to the operation basics of this link, the concept
and the mathematical models that has been used for modeling. The final OF
quantum channel GUI will be presented and discussed at the end of this

section.
3.2.1 The Channel description

An optical fiber is a dielectric waveguide with a cylindrical structure able
to transfer electromagnetic waves at optical frequencies along the axis of
the fiber. The structural design of the optical fiber defines the transmission
characteristics. Single mode fibers refer to the structures where the light
has only one path to follow. While, multimode fibers refer to the structures

where the light has more than one path to follow [41].
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Fiber based QKD systems are affected by the attenuation of the signal
along the fiber which leads to limit the communication distance. In OF
quantum channel the attenuation is mainly raised by the absorption and
scattering losses. Almost 90% of total attenuation is due to the scattering

losses only.

The absorption losses are related to the material composition and
fabrication process of the fiber. While, the scattering losses caused by the
imperfections within the fiber structure. Also, the attenuation of the light

can be increased due to the microbending of the fiber [41].

To calculate the fiber loss or the fiber attenuation, let the optical
power coupled to the OF isp(0) i.e. at origin z = 0, at a distance z the

power is given by [42],

p(z) = p(0)e™* (3.1)

Where a, refers to the attenuation constant of the fiber (per Km) [42],

="

zZ

a, (d—B) = —10§log [@] (3.2)

km p(2)

1 [p(O)

ap

With respect to the dispersion in SMF, real SMF has a core with a
semi-elliptical shape profile rather than ideal circular core; this in turn leads
to eliminate the degeneracy of orthogonal modes and leads to different
group velocities. This results in pulse broadening and this effect is known

as polarization mode dispersion (PMD) [43].

Thus, PMD randomly rotates the polarization of the optical pulses
transmitted along the OF or in other words, rotate the polarization of the
photon and hence enhance the QBER of the QKD system and reduce the

final shared secure key.
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The reason for naming this channel as a quantum channel because it is used
to distribute the shared key between two parities using ideal single photons

or high level of attenuation to reach the quantum level of optical pulses.

The modeled OF quantum channel is characterized at 0.2 dB
attenuation per km at A =1550nm according to SMF Corning (SMF-28)
specifications. While, at A =900nm, a,=2 dB/km and «,=3 dB/km at

A=830nm according to the attenuation curve as a function of A shown in
Figure (3.1) [44]. As a result, the OF attenuation can be considered as a
function of the fiber length (L) and A.
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Fig.3.2 Attenuatioin curve vs. A of the OF link [44]

In this work, the modeled OF quantum channel has been designed as
a normal SMF not as a polarization maintaining fiber. Thus, the
polarization of the transmitted optical pulses is randomly rotated due to
PMD and drift from their original encoded basis.

In addition to the polarization rotation disturbance, the signal
attenuation effect due to OF losses is included in the OF quantum channel
model.

The impact of these types of errors on the channel performance
appears clearly on the overall QBER of the QKD system and the final
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secure key rate when studied in Ch.5 and hence limits the communication

distances to compensate these effects.

The first step in modeling was to review the functionality, operation
and the performance characteristics of the OF quantum channel using
different standard references. The information provided from the first step
was used in the second modeling step to build the conceptual model. In
addition to the mathematical model, the conceptual model will be utilized

to code the OF quantum channel model using Matlab.
3.2.2 The Optical fiber quantum channel conceptual model

OF quantum channel is a passive component with one input and one output

as shown in the corresponding conceptual model of Figure (3.2).

Optical fiber quantum

Input port ——>f
channel

—>  Output port

Fig.3.2 Optical fiber quantum channel conceptual model

In Figure (3.2), the incoming optical pulses from the QKD
transmitter enter the input port and propagate along the OF quantum
channel. The propagated optical pulses will be under the influence of fiber
attenuation and polarization rotation distortions as result of fiber geometry
and its material characteristics. The output optical pulses will be heavily
attenuated as the transmission distance increased. While, the polarization of
the optical pulses lunched to the fiber will be randomly rotated along the
length of the OF quantum channel by an angle (9) when the linearly
polarized optical pulses are lunched by the QKD transmitter. As the inputs
to the simulation model, the following parameters were considered, optical
pulse time profile with linear polarization as defined in Eg.(2.15) with
Ppeqrin (MW), transmitted A in nm, L and a,, can be set by the user in the

modeling GUI tool.
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3.2.3 The Optical fiber quantum channel mathematical model

The coherent optical pulse defined in Eq.(2.15) represents the input to the
OF quantum channel model. For a non-dispersive medium; 8 will be
constant at all spatial points z, .i.e., assumed (0O degree) in this work. For
the sake of simplicity, |g(t)| term is not considered for the next steps in
this model. From the coherent optical pulse representation, the signal

parameters that will be affected by the OF quantum channel are E, and

Ainc.-

In this proposed model, the suggested solution to simulate the effect
of PMD was via randomly rotating the polarization of the optical pulses

coupled to the fiber.

In order to find the behavior of the transmitted optical pulses after
passing through the OF quantum channel, the following operation on the
coherent pulse Jones matrix will be carried out taking into account the
amount of the attenuation coefficient and its relation to the transmission

distance in addition to the effect of the polarization variation by an angle

).

- . ; cos(Aipc. + ) f —(ap/kmL)
F =E —i(wgt) ,j6O nc. ' 1 .
OF Oe e |g(t)| Sln(“lnc + ﬁ)el(p O 10 (3 3)

Thus, the optical signal form at the OF quantum channel output port will be
as follows:

cos(Qipc. + V)

sin(ajpe. +19)e'(® (3.4)

For = Eo(@p)e Ve |g(0)] |
3.2.4 Simulation results and discussion

The purpose of this section is to present the results with the analysis of
modeling the OF quantum channel. OF quantum channel model has been
implemented with a friendly GUI as shown in Figure (3.3) which
represents the optical quantum channel including OF and FS quantum



68

channels. This interface with its configurable editing objects is responsible
to allow users to configure the OF and FS quantum channels model to

enable the attenuation effect in a,/km and to decide the OF quantum
channel L in km. The user allowed «a, values vs. A are listed within the
GUI.

< channel ESREE—

Optical Quantum Channel
Attenuation Coefficient (dB/km) 0.2

Distance (km) 100

Optical Fiber Channel I

attenuation coefficient=0.2 dB/km @ A=1550 nm
attenuation coefficient=2 dB/km @ A=900 nm
Il attenuation coefficient=3 dB/km @ A=830 nm

Free space Channel
attenuation coefficient (Atmosphere)}=0.1 dB/km @ A=860nm

Run
|

_——

Fig.3.3 OF quantum channel simulator window

With respect to the simulation of the polarization rotation effect, the
GUI plotters will not be able to clearly show the alteration in polarization
in the transmitted optical pulses over the OF quantum channel. Otherwise,
the effect of this error type will be significant on the QKD system
performance by reducing both QBER and final shared secure key as will be
described in Ch.5.

Three tests were applied to verify the modeled OF quantum channel
model to simulate the OF operation. The incoming optical pulses from the
QKD transmitter are linearly polarized with PRR= 100 kHz and

Ppear=1mW.

Figure (3.4a) illustrates Test 1 set up to investigate the attenuation
due to absorption and scattering in the transmitted optical pulses after
passing through the OF quantum channel model at A=1550 nm. In this test,
for 100 km length fiber and a,, =0.2 dB/km, the output power is equal to
0.01mW as shown in Figure (3.4b)
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Fig.3.4 Test 1 (a) GUI set up (b) result for OF
quantum channel for L =100km and a,=0.2 dB/
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Figure (3.5a) illustrates Test 2 set up to examine the OF quantum channel

model performance for 4=900 nm. In this test, for 100 km long fiber and

a,=2 dB/km, the output power is equal to 1072* W as shown in Figure

(3.5h).

Optical Quantum Channel

Attenuation Coefficient (dB/km) 2
I Distance (km) 100

Optical Fiber Channel

attenuation coefficient=0.2 dB/km @ A=1550 nm
attenuation coefficient=2 dB/km @ A=900 nm
attenuation coefficient=3 dB/km @ A=830 nm

Free space Channel
attenuation coefficient (Atmosphere)=0.1 dB/km @ A=860nm

(a)

Fig.3.5 Test 2 (a) GUI set up (b) result for OF
guantum channel for L=100km and a,=2 dB/km
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Fig.3.5 (b) continued

Figure (3.6a) illustrates Test 3 set up to examine the OF quantum channel
model performance for 4=830 nm. In this test, for 100 km long fiber and
a,=3 dB/km, the output power is equal to 10733 W as shown in Figure
(3.6b).
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attenuation coefficient=0.2 dB/km @ A=1550 nm
attenuation coefiicient=2 dB/km @ A=900 nm
attenuation coefficient=3 dB/km @ A=830 nm

Free space Channel
attenuation coefficient (Atmosphere)=0.1 dB/km @ A=860nm

Run
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=
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Fig.3.6 Test 3 (a) GUI set up (b) result for for OF
quantum channel for L=100km and a,=3 dB/km
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The results obtained from the previous tests illustrate the performance
degradation of OF quantum channel due to the effect of the fiber

attenuation represented by absorption and scattering as L increased.
3.3 The Free-Space Quantum Channel

This section outlines the methodology used to model the FS quantum
channel. It gives a vision to the operation basics of this link, the concept
and the mathematical models that has been used for modeling. The final FS
quantum channel GUI will be presented and discussed at the end of this

section.
3.3.1 The Channel description

FS quantum channel can be defined as the physical link between two
distant parities. Compared to OF quantum channel, FS quantum channel
considered as unguided media. The atmosphere and the space are examples
of this path. Optical communication systems including QKD
implementations operate within near IR portion of the electromagnetic
spectrum between 750nm and 1600 nm, which is used in line of sight and

multipoint applications within limited areas [45].

Fiber based QKD systems are affected by the attenuation of the
signal along the fiber which leads to limit the communication distance. As
a solution to this imperfection, free space channel allows greater
communication distances because atmosphere has low absorption in certain
wavelengths. In addition, the atmosphere has nearly non-birefringent
character which ensures the conservation of photon’s polarization state [46,
47]. However, terrestrial FS links suffer from attenuation caused by the
atmosphere and objects in the line of site.

The attenuation in the atmosphere is mainly caused by three main
factors. First impairment comes from the interaction of the propagated light

beam with the particles and aerosols that constitutes the atmosphere which
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results in different losses effects such as absorption, scattering and
frequency selective attenuation [48].

It should be noted that the atmospheric attenuation via absorption is a
function of A and hence will obligate the operators to transmit within a
minimum absorption range. With respect to the attenuation due to
scattering mechanism, it could happen with or without A variation but in
contrast it depends on the atmosphere particles radius (r). For r < A, the
scattering type is known as Rayleigh scattering, if r =4, the scattering type
Is known as Mie scattering. While, when r >4, the diffraction phenomenon
will be utilized to describe the scattering effect [49].

Second attenuation source is due to weather conditions. Dense fog
could scatter the light energy and hence significantly attenuate it to more
than 30dB/km as the fog droplets size is approximately identical to the A
used. In contrast, the attenuation due to rain is approximately equal to
3dB/km as the fog droplets size is larger than the A used. The transmitted
signal strength may also be fade due to slight fluctuations in the
atmosphere refraction index. This effect is known as the scintillation [48].

Most of FS systems are operating within the ranges of 780-850nm
and 1520-1600 nm because the atmosphere seems to be transparent within

these A windows as shown in Figure (3.7) [50].
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Fig.3.7 Atmosphere attenuation vs. A in near-IR range [50]
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Another source of attenuation is represented by the light beam diffraction.
For diffraction problem, the reflective Cassegrain telescope design is used
for the transmission and reception of optical signals. The secondary mirror
of this telescope adds a central obscuration. Also, the beam can be
diffracted due to the distance between the telescopes and their finite
dimensions [47].

The modeled FS quantum channel is characterized at 0.1 dB
attenuation per km at 4 =860 nm according to Figure (3.7). In addition to
the very low attenuation level feature at this A, the commercial SPAD
operating within 600-900nm A window show better operation performance
with higher quantum detection efficiency reaching 70% as mentioned in
C30921S silicon avalanche photodiode specification data sheet
(Appendix2) and [46].

The first modeling step was to review the functionality, operation
and the performance characteristics of the FS quantum channel using
different standard references. The information provided from the first step
was used in the second modeling step to build the conceptual model. In
addition to the mathematical model, the conceptual model will be utilized

to code the FS quantum channel model using Matlab.

3.3.2 The Free-space quantum channel conceptual model

FS quantum channel is a passive component with one input and one output

as shown in the corresponding conceptual model of Figure (3.8).

Input port —> Free-spsce qulantum ——>  Output port
channe

Fig.3.8 Free-space quantum channel conceptual model

In Figure (3.8), the incoming optical pulses from the QKD
transmitter will enter the input port and propagate along the FS quantum
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channel. The transmitted optical pulses will be under the influence of all
atmospheric attenuation effects and attenuation due to diffraction. The
output optical pulses will be heavily attenuated as the transmission distance
increases. While, the polarization of the linearly polarized optical pulses

lunched to the space will maintain along the path.

3.3.3 The Free-space quantum channel mathematical model

For FS as a quantum channel, the channel transmittance model must take
into consideration all impairments that affect the performance of FS
quantum channel for better simulation of the behavior of a terrestrial FS
quantum channel. In this model, the losses due to different atmospheric
conditions such as the losses due to atmosphere absorption and scattering,
space loss, weather impairments and finally the beam divergence losses due

to diffraction will be included.

The main source of attenuating of the optical signals transmitted
through the FS quantum channel are the absorption and scattering due to
dust, aerosols, carbon dioxide, etc. [49]. The propagated light photons will
interact with the atmosphere particles which lead to scatter and absorb part
of these photons [51].

Thus, the amount of the of the optical power received at the detector
will be investigated by Beer-Lambert Law which relates the optical signal

transmittance to the length of the FS link as follows[49],
Py = Pye~OP (3.5)

Where 0D is the optical depth, P, and P are the received and transmitted
power respectively [51],

o Ty = 1;_1; — o—0D (3.6)
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Where Tj;,,; 1S known as the transmittance of the link which defines the

amount of the transmitted light power along the channel [49].

The atmospheric attenuation coefficient (a(4)) is related to this

atmospheric transmittance by [51],
Tiinie = €L (3.7)

The overall a(4) will sum up all the absorption and scattering

coefficients within the atmosphere [49],

a(A) = 04(D) + 0 (A) + Ba(A) + Bim(D) (3.8)

Where first two terms show the aerosol and molecular absorption
coefficients, respectively , whereas, the last two terms are the aerosol and

molecular scattering coefficients, respectively.

As a result, the total attenuation losses for the transmitted optical

beam in dB can be calculated as [51],

‘Spropagation = —101log1o Tiink (39)

To calculate the attenuation of optical signal propagating through FS
quantum channel due to atmospheric effects represented in sub-section
3.3.1, the channel attenuation (6,,,) in (dB/km) can be expressed as [49],

Batm =7 1010g(3D) (3.10)
o Ogem = %10 log oML (3.11)

Finally, the diffraction-limited beam divergence loss in dB can be
defined as [47],

Sairr = —101logyo[ (e‘zytza? — e—m?)(e—zwza% — e—2a$)] (3.12)

Where

b¢ R V2L
Ytr=—,a,r=—=, w; = Rand w, =
Reyr Wtr TRy
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Where the subscript t refers to the transmit telescope and r is the receive
one. R and b are the primary and secondary mirrors radii, respectively, w, ,.
refers to the beam radius at the transmission or reception side.

Thus, the total channel attenuation is given by [46, 47],
6total = 6‘propagation + 6atm + Sdiff + 6det (313)

Where §,4.; 1S the single-photon detection efficiency of the single-photon
detector which is a product of the quantum efficiency times the probability
that the primary photo-generated electron — hole pair initiates a pulse of

adequate gain to be counted [52].

In addition to the optical pulse time profile with linear polarization as
defined in Eq.(2.15) , a list of all the required parameters as inputs to the
simulation model is found in Table (3.1). The telescope’s primary and

secondary mirror radius in addition t0 6y opagation are taken from SILEX

experiment and Tenerife's telescope [46, 53, 54]. L and §,., can be set by

the user in the modeled GUI tool.

Table 3.1. Input parameters for FS quantum channel modeling

Parameter Value
Poeak 1 mw
A 860 nm
telescope’s primary mirror radius 50 cm
telescope’s secondary mirror radius 5 cm
beam radius at the transmitter 50 cm
beam radius at the receiver For L=50km 4 cm
For L=100km 7.75cm
For L=150km11.62cm
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Single-photon detector efficiency 70% @ A=860 nm

1dB

5propagation

The coherent optical pulse defined in Eq. (2.15) represents the input to the
FS quantum channel model. From the coherent optical pulse representation,
the signal parameters related to the FS quantum channel model that modify
or change the signal characteristics at the output of the FS quantum channel

IS Ej.

In order to find the behavior of the transmitted optical pulses after
passing through the FS link, the following operation on the transmitted
coherent pulse Jones matrix will be carried out taking into account the
amount all attenuation effects,

B = Eyei00eif) g (0)] [ cos(@inc.) ] (6,.0) (3.14)

Sin(ainc.)eup
3.3.4 Simulation results and discussion

The purpose of this section is to present the results with the analysis of
modeling the FS quantum channel. FS quantum channel model has been
implemented with a friendly GUI as shown in Figure (3.3). FS quantum
channel is modeled at A= 860 nm because the channel has minimum

attenuation losses and seems to be transparent as shown in Figure (3.7).

Three tests were applied to verify the modeled FS quantum channel
model to simulate the FS quantum channel operation. The presented results
illustrate the FS quantum channel simulation for 6,;,,= 0.1 only because
the selected transmission is at A=860 nm. This model can support any other
scenario as per user requirements to study the performance of FS quantum
channel. For all the three tests, the incoming optical pulses from the QKD

transmitter are linearly polarized with PRR= 100 kHz and P, 4= 1ImW.
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Figure (3.9a) illustrates Test 1 set up to investigate the attenuation in the
transmitted optical pulses after passing through the FS quantum channel
model. In this test, for 50 km link length, the output power is equal to
0.02nW as shown in Figure (3.9b).
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Fig.3.9 Test 1 (a) GUI set up (b) result for
FS quantum channel for L =50km

Figure (3.10a) illustrates Test 2 set up. In this test, for 100 km FS

quantum channel length, the output power is equal to 2.1 f W as shown in
(3.10D).
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attenuation coefficient=3 dB/km @ A=830 nm

Free space Channel
attenuation coefficient (Atmosphere)=0.1 dB/km @ A=860nm
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Fig.3.10 Test 2 (a) GUI set up (b) result for
FS quantum channel for L =100km
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Fig.3.10 (b) Continued

Figure (3.11a) illustrates Test 3 set up. In this test, for 150 km link length,
the output power is equal to 300 aW as shown in (3.11b).
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Fig.3.11 Fig.3.11 Test 3 (a) GUI set up (b)
result for FS quantum channel for L =150km
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The results obtained from the previous tests illustrate the performance
degradation of FS quantum channel due to the effect of atmospheric and
weather conditions in addition to the beam divergence due to diffraction as
L increased. The impact of the errors produced by all effects that was
previously mentioned is significant on the QKD system performance by
reducing both QBER and final shared secure key as will be described in
Ch.5.



Chapter Four

The Receiver of BB84 Protocol
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Chapter Four
The Receiver of BB84 Protocol

4.1 Introduction

The purpose of this chapter is to identify and model the receiver of BB84
protocol. The exploration for each part begins with a general component
explanation obtained from data sheets and related reference literatures.
Based on this research, the most important component behaviors of interest
will be the basis of the component conceptual model which will be the first
modeling step. Later, the mathematical model that takes into account the
performance parameters believed to be important for modeling the receiver
parts will be introduced. Finally, samples of modeled output with the

analysis for each modeled optical component will be presented.

Figure (4.1) illustrates the main receiver parts and the modeling flow
that has been conducted in this research. The half wave plate part will not
be modeled as a separate component, instead, its effect will appear later
within the system in Ch. (5) by adding a phase shift to rotate the incoming

optical pulses by 45° for the polarization detection process.

From the quantum channel
\1/ |% Single Photon Detector

Polarizing Beam
Splitter

| | Single Photon Detector

Beam Splitter |—>|

> Single Photon Detector

Polarizing Beam
Half wave plate |~ Splitter

% Single Photon Detector

Fig.4.1 Modeled QKD Receiver
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4.2 The Beam Splitter

This section outlines the methodology used to model the BS device. It
gives a vision to the operation basics of this component, the concept and
the mathematical models that has been used for modeling. Final BS GUI

will be presented and discussed at the end of this section.
4.2.1 The Device description

BS is a passive optical device used to divide the incident laser beam into
two beams [37]. The ratio of the optical power sent to the output ports can
be decided by the material inside the BS. According to the QKD systems
requirements, 50:50 splitting ratio is required whether the optical source is
emitting single photons or attenuated coherent optical pulses. The splitting
ratio can be defined as the ratio between high output percentage (HOP) to
the low output percentage (LOP). In this case, BS will equally split the
input optical power to reflected and transmitted signals. BS can be set to
other splitting ratios such as 90:10, 70:30 [37]. This component plays an
important role in polarization detection in BB84 receiver implementation
where it is used to decide the polarization basis (i.e., diagonal or

rectilinear) sent by transmitter [18].

This type of non-polarizing BS can be made by gluing two triangular
prisms where the incident optical power is separated at a thin layer acting
as an interface between these prisms which form a cube structure [55]. BS
with cube design has been adopted through this work. The thickness of this
interface is utilized to set the splitting amount for a certain A. The output
beams from BS device is not ideally polarization preserved due to some
phase delay between the output polarization components [55]. Another
physical BS design can be obtained by using the in-line fiber optic BS
which is in addition can be used as a coupler. This type is a best choice for

polarization control and measurements.
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The BS theoretical concept depends on the Fabery-Perot (FP) interference
effect of high quality plane reflectors and two symmetric glass plates
encompassed by air as shown in Figure (4.2) that represents a cube BS
[56].

ARI
Glass plates
Plane reflector
1 Y
* - A Ti

Fig. 4.2 Cube BS [56]

In order to calculate the expressions for the reflected and transmitted
signals, FP interferometer model shown in Figure (4.3) will be used. Figure
(4.3a) represents the transmission and reflection factors from air to glass
and from glass to air. While, Figure (4.3b) shows the interference of

reflected and transmitted signals at FP interferometer [56].

Ap,;

Media 1n,

tag

tga
1
Media 2, ng

Tgg

(@) (b)

Fig.4.3 Fabry-Perot model of the BS. 0, O’ are reference points for total optical path
difference summation [56]

The amplitude of the reflected signal is calculated as follows [56],
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_ tagtgae(i(p)
Ap1 =120 oo (4.1)
and the amplitude of the transmitted signal is calculated as [56],
AT1 = raa+rgg(tagtga)e(2i¢’) (4.2)

) 14
1 nge( ip)

, , _2m
¢ can be found as, ¢ = —nyl, cos Oy

Where

tqg is the amplitude transmission factor from air to glass.
tyq is the amplitude transmission factor from glass to air.

44 1S the amplitude reflection factor from air to air.

1,4 1S the amplitude reflection factor from glass to glass.

¢ is the internal phase shift due to a single glass-crossing.

ng is the glass refractive index.
l, is the glass plate thickness.
644 s the internal incidence angle at glass-air interface.

The first step in modeling was to review the functionality, operation
and the performance characteristics of the BS using different standard
references. The information provided from the first step was used in the
second modeling step to build the conceptual model. In addition to the
mathematical model, the conceptual model will be utilized to code the BS

model using Matlab.

4.2.2 The Beam splitter conceptual model

BS is a passive component with one input and two output ports, .i.e.,
transmitted and reflected signals as shown in the corresponding conceptual
model of Figure (4.4).
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Input port ——{ Beam Splitter model > Transmitted
\L optical signal

Reflected optical signal

Fig.4.4 BS conceptual model

In Figure (4.4), The BS model will calculate the output optical power at
each port with minimum dependence on the incoming optical signals
polarization minus some amount of optical power lost due to device
insertion 10SS (Linsertion), SOMe excess loss such as return 1osses (Lyeturn)
and losses due to spatial polarization distribution which is known as
polarization dependent loss (PDL) (Lpp;) [38].

As the inputs to the simulation model, the following parameters were
considered; optical pulse time profile with linear polarization as defined in
EQ.(2.15) with Ppeqiin (MW), the wavelength (A) in nm, the orientation of
the incoming optical pulse, Liysertions Lreturn: Lppr, HOP, LOP and BS

offset angle (yzs).
4.2.3 The Beam splitter mathematical model

The coherent optical pulse defined in Eq.(2.15) represents the input to the
BS component. For a non-dispersive medium; 8 is constant at all spatial
points z,.i.e., assumed (0 degree) in this research. For the sake of
simplicity, |g(t)| term will not be considered for the next steps in this

model.

From the coherent optical pulse representation, the signal parameters
related to the BS component that can modify the signal characteristics at

the output of the BS are E, and a;;,. .
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Figure (4.5) shows 1x2 non-polarizing BS. The standard BS

transformation matrix has one input E; and two outputs E,, E;.

Incident
Beam

Cube Size

Port 1 (E;)
S

Beamsplitter
Coating

Port 3 (E3)

%
Transmitted

%
Reflected

Fig. 4.5 Non-polarizing BS [58]

The 4x4 BS transformation matrix is defined as [38],

VIPO HPO 0 0 \
_1({iWHPO VJLPO 0 0 (4.3)
10 0 0 VvLPO iVHPO '
k 0 0 iVHPO +LPO

The electric field components for the transmitted beam can be
described by [18],

“Linserti “Lreturn -L

Epe = Gcos(aine. + Vo) [Tes \/ 10 % J 10 50 \/ 10750 (4.4)
~Linsertion —Lretur -L

Ezy = 2sin(@inc. + ¥5s) = \/10 T \/10 T J10 T (4.5)

Thus, the amplitude of the transmitted signal from port3 is [18],

Ey = J(E2)* + (Ez)? (4.6)

While, the electric field components for the reflected beam can be

represented by [18],

—Linsertion —Lyreturn -L
E3y = %Cos(aina + VBS) /% \/10 10 : \/10 12 J]_O 1P0DL (47)
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The amplitude of the reflected signal from port 2 is [18],

E; = \/(Esx)z + (E3y)?

4.2.4 Simulation results and discussion
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(4.8)

(4.9)

The purpose of this section is to present the results with the analysis of

modeling the BS component. BS component model has been implemented

with a friendly GUI as shown in Figure (4.6). This interface with its

configurable editing objects is responsible to allow users to configure the

BS component model for beam splitting tests. The left plotter represents the

reflected optical pulses, while, the right plotter shows the transmitted

optical pulses. This model can support different values of ygs, @inc,

Linsertions Lreturn, Lpp;, and splitting ratios as per user requirements and

immediately plots the resultant reflected and transmitted optical pulses

measured in Watt.
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Fig.4.6 BS simulator window

The programming code that was designed to simulate the operation

of the BS has been verified by test its capabilities to handle the beam

splitting process under different input parameters and conditions. This
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verification approach has been applied initially before the final GUI design

of the component.

In order to prove the modeled BS operation validity, different use
cases were supposed where the expected behavior of the validated BS
mathematical model has been compared to the response of the final BS
GUI when identical inputs are applied. The calculated results are

sufficiently correct as will be seen by the following test cases.

Four tests were carried out to verify the modeled BS component to
simulate the device operation. For all four tests, the input pulses for the BS
were linearly polarized with a;,.=0°, PRR=100 kHz, P,.q= 1mW and
A=1550nm. Taking into consideration the device losses where L, certion=1
dB, Lyetyr»=10 dB and Lpp;=0.25 dB. Figure (4.7) illustrates Test 1 result

to simulate the operation of BS designed to provide 50:50 splitting ratio

50 100
Time (usec Time {usec
Low putput percentage | &g o Reflected Signal Transmitted Signal

High output percantage | 5q o

1 —N©°
with ygs =0°.
B ——— = ==
Beam Splitter
BS offset angle 0 degree 2 %1074 5% 104
Input beam polarization 0 degree §1 5 E‘I 5
Insertion loss 1 dB g g
Return loss 10 dB El E
505 505
PD losses 0.25 dB e ©
0 - 0
50 100 150 200 150 200
) )

Fig.4.7 BS Test 1 result, splitting ratio 50:50, ygg =0°

Figure (4.8) illustrates Test 2 result to simulate the operation of BS
designed to provide 50:50 splitting ratio with yzs =90° to prove the
minimum dependency of the modeled BS to the incoming optical signal

polarization.
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Return loss 10 a8 32 =]

g 0.5 1 g 05 ]
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0 0
High output percantage | g5 % 50 100 150 200 50 100 150 200
Time (usec) Time {pusec)

Low putput percentage 50 o, Reflected Signal Transmitted Signal

Fig.4.8 BS Test 2 result, splitting, ratio 50:50, y ¢ =90°

Figure (4.9) illustrates Test 3 result to simulate the operation of BS
designed to provide 90:10 splitting ratio with yg¢ =0. The left plotter shows
that the maximum amount of the incident optical power is reflected through
the reflection port. While, the right plotter illustrate the remaining 10% of

the incident optical power is passed through the transmission port.

Beam Splitter
BS offset angle 0 degree 25 % 1074 . . x10°% . i
Input beam polarization 0 degree g 2 j gﬁ |
Insertion loss 1 dB % 1.5 g %

a a4 g
Return loss 10 as & 13

805 ] 82 1
PD losses 0.75 4B

0 1]
High output percantage | gq o 50 100 150 200 50 100 150 200
Time (usec) Time (usec)

Low putput percentage 10 o Reflected Signal Transmitted Signal

Fig.4.9 BS Test 3 result, splitting ratio 90:10, ygs =0°

Figure (4.10) illustrates Test 4 result in which the incident optical
power is divided between the output ports according to the selected

splitting ratio, 70:30 with yzs =0°.



90

—— _— —
4| splitter l = 2 eS|

Beam Splitter

-4 -4
degree zym 1_5y‘|D

Input beam polarization 0 degree 51.5
Insertion loss 1 dB
Return loss 10 dB ]
PD losses 0.25 dB .
n

High output percantage 70 %

BS offset angle 0

Cutput power (W)

Cutput power
o
o

(=]
o

=

T|me (usec) T|me (usec)
Low putput percentage | 30 9 Reflected Signal Transmitted S'Q“'

Fig.4.10 BS Test 4 result, splitting ratio 70:30, ygs =0°

Finally, this model can support any inputs from the user to study the

performance of this component under different conditions.

4.3 The Polarizing Beam Splitter

This section outlines the methodology used to model the PBS device. It
gives a vision to the operation basics of this component, the concept and
the mathematical models that has been used for modeling. Final PBS GUI

will be presented and discussed at the end of this section.
4.3.1 The Device description

PBS is a passive optical device used to divide the incident optical signal
into two orthogonally polarized transmitted and reflected signals [37]. The
transmitted optical signal is horizontally polarized while the reflected
optical signal is vertically polarized [18]. This type of polarizing BS can
be made by gluing two triangular prisms where the incident light power
will be separated into two perpendicular polarization beams at a thin

dielectric coating layer that acts as an interface between these prisms [38].

Practical PBS components are restricted by the alternating low and
high index of A/4 thickness reflectance coatings as applied to real
materials [57]. As a result, PBS effective A and light incident angle range
is limited. To improve the performance of the PBS, the preferable PBS
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coating design can be verified by using a thin film with a group of plates
operating near Brewster's angle to increase the reflection ratio of the
vertically polarized component of the light beam. At the Brewster's angle,
the entire horizontal polarization component is transmitted while not all
the vertical polarization component is reflected to the correct path. Thus,
operating near Brewster's angle ensures that the light s-polarization
component is completely reflected. Another widely used physical design
of the PBS which is called PBS cube can be verified with 45° angle of

incidence as shown in Figure (4.11) [57].

Thin film multilayer stack

s-polarization

Entrance face
p-polarization

Incident light

!

Cement

Fig.4.11 polarization beam splitting cube [57]

The number of the coating layers that must be utilized has a great
impact on the overall PBS performance as shown in Figure (4.12) which
represents the performance of a MacNeille PBS coating. The reflectance
intensity of the light s-component (R;) is enhanced as the number of
coating layers increased up to 10 pair layers and then starts to alternate
whenever more layers are added. While, the light P-component (T},) ratio is
weakly dependent on the number of the coating layers as it represents the

transmission case at the Brewster's angle [57].
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Fig.4.12 Reflected and transmitted light intensity vs PBS
coating number of layers [57]

This component plays an important role in polarization detection in QKD
systems where it can be used to measure the polarization states (i.e., 0°,
45°, 90° and-45°) sent by transmitter [18].

The modeled PBS has one optical input port and two optical output
ports. The input signal is applied via the modeled PBS, while, the output
ports generate orthogonally polarized transmitted and reflected optical

beams that pass to the modeled single-photon detectors.

The first step in modeling was to review the functionality, operation
and the performance characteristics of the PBS using different standard
references. The information provided from the first step was used in the
second modeling step to build the conceptual model. In addition to the
mathematical model, the conceptual model will be utilized to code the PBS

model using Matlab.

4.3.2 The Polarizing beam splitter conceptual model

PBS is a passive component with one input and two output ports as shown
in the corresponding conceptual model of Figure (4.13).
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Fig.4.13 PBS conceptual model

In Figure (4.13), the phase of the reflected optical power beam is
orthogonal with the phase of the transmitted optical power beam due to
additional 90° phase shift results from the reflection inside PBS. The PBS
model will calculate the output optical power at each port minus some

amount of optical power lost due t0 L;ysertion: Lreturn @Nd Lpp; .

As the inputs to the simulation model, the following parameters were
considered, optical pulse time profile with linear polarization as defined in
Eq.(2.15) with Pp,.q,in mW, transmitted optical signal wavelength A in nm,
the orientation of the incoming optical pulse, L;,sertions Lreturn, Lppy @and

ypgs for PBS.

4.3.3 The Polarizing beam splitter mathematical model

The coherent optical pulse defined in Eq.(2.15) represents the input to the
PBS component. From the coherent optical pulse representation, the signal
parameters related to the PBS component and hence modify or change the

signal characteristics at the output of PBS are E, , @ and a;;,. .

Figure (4.14) represents a cube PBS with one input E;and with P and
S polarization states for the reflected and transmitted signals (E, and E3)

respectively.
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The PBS transformation matrix is defined as [38],

(cos (vpps))® (cos(¥pps) sin(¥pgs))
= 4.11
P@r) ((COS(VPBS) sin(¥pgs)) (sin (ypps))? ) ( )

The electric field components for the transmitted beam can be

described by:
O

. ; COS(CI' ) “Linsertion “Lreturn ~LppL
Eqe l(wot)ejalg(t)l [Sin(ainzl)ceid)] P(VPBS)\/lo 10 \/10 10 \/10 10

(4.12)

For orthogonality condition it is assumed that ypzs =90°

Thus [18, 59],

_ B0 —i(wot) o . ~Linsertion —Lreturn —Lppy
E2x—ﬁe Vel g(t)|sin(@ipe. + Vpps) 107 10 10 10 10 10
(4.13)
E,,=Extinction Ratio

Where the extinction ratio is the ratio of maximum to minimum

transmission of a sufficiently linearly polarized input [38].

Thus, the amplitude of the transmitted signal from port2 is [18, 59],
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E; = \J(E2x)? + (Eay)? (4.14)
While, the electric field components for the reflected beam can be

represented by:

Egy =

. . COS(“'nc.) \/ _Linsertion\/ —Lreturn\/ —LppL
Eoe l(wot)elelg(t)l [Sin(ain;)eiq)]P(yPBs) 10 10 10 10 10 10

(4.15)

For orthogonality condition it is assumed that ypg¢ =0°

Thus [18, 59],

Eo  _i(wot) 0 ~“Linsertion “Lreturn —LppL
E3y:\/_ie oel|g()cos(@inc, + Vpps) A/ 107 10 10 w0 10 o

(4.16)
E;,=Extinction Ratio
Thus, the amplitude of the reflected signal from port3 is [18, 59],
E; = \/(Esx)z + (E3y)? (4.17)

4.3.4 Simulation results and discussion

The purpose of this section is to present the results with the analysis of
modeling the PBS component. PBS component model has been
implemented with a friendly GUI as shown in Figure (4.15). This interface
with its configurable editing objects is responsible to allow users to
configure the PBS component model for polarization splitting tests. The
left plotter represents the reflected optical pulses. While, the right plotter
shows the transmitted optical pulses. This model can support different
values of ypgs, Xines Linsertions Lreturn @Nd Lpp; @S per user requirements
and immediately plot the resultant reflected and transmitted optical pulses

measured in Watt.
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Fig.4.15 PBS simulator window
The programming code that was designed to simulate the operation of the
PBS has been verified by testing its capabilities to handle the beam
splitting process according to the polarization under different input
parameters and conditions. This verification approach has been applied

initially before the final GUI design of the component.

In order to prove the modeled PBS operation validity, different use
cases were supposed where the expected behavior of the validated PBS
mathematical model has been compared to the response of the final PBS
GUI when both applying the identical inputs. The calculated results are

sufficiently correct as shown in the following results.

Four tests were done to verify the modeled PBS component to
simulate the polarization splitter device operation. For all four tests, the
input pulses for the PBS are linearly polarized with PRR=100 kHz,
Ppear=1mW, A=1550nm, taking into consideration the device losses where

Linsertion=1 B, Lyosm=10 dB and Lpp, =0.25 dB.

Figure (4.16) illustrates Test 1 result to simulate the operation of the
PBS when its transmission axis in a horizontal position (i.e., ypgs=0°).
Assume the incident light beam is vertically polarized (i.e., a;,.=90°). It
can be shown from this figure, as long as the incident light beam is purely
S polarized (i.e., vertically polarized), then the optical beam is reflected by
90°.
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Fig.4.16 PBS Test 1 result, y ppc=0°, aipn =90°

Figure (4.17) illustrates Test 2 result to simulate the operation of the PBS
designed with same ypg¢ and losses values as Test 1. Assume the incident
light beam is horizontally polarized (i.e., a;,.=0°). This figure illustrates
how the purely P polarized (i.e., horizontally polarized) incident optical
beam will completely transmitted through the PBS because of the

transmission axis is parallel with the polarization of the incident optical

beam.
el - - =l
4| PBS_gui u_lg_
Polarizing Beam Splitter
p 3210
PBS offset angle 0 degree
£ o0sf g
y w2
| Input beam polarization 0 | degree % %
a 0 a
2 31
I Insertion loss 1 dB g =4y o
=il : ‘ 0
Return losses 10 | dB 50 100 150 200 ! 50 100 150 200
Time (psec) Time {usec)
Reflected Signal Transmitted Signal
PD losses 025 dB

Fig.4.17 PBS Test 2 result, y p5¢=0°, @ =0°
Figure (4.18) illustrates Test 3 result to simulate the operation of the
PBS with ypps=0. Assume the incident light beam is linearly polarized
with a;,. =45°. It can be seen that the power of the incident optical beam
is equally divided between output ports because of both S and P

components will appear at the outputs of PBS as reflected and transmitted
signals respectively.
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Fig.4.18 PBS Test 3 result, ¥ pps=0°, @i =45°

Figure (4.19) illustrates Test 4 result to simulate the operation of the PBS
when its transmission axis is rotated by 90° (i.e., ypps=90° ). Assume the
incident light beam is horizontally polarized (i.e., a;,.=0°). It is clear from
this test for minimum transmission through PBS; the transmission axis of
the PBS should be orthogonal with the polarization of the incident light.
Finally, this model can support any inputs from the user to study the

performance of this component under different conditions.
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Fig.4.19 PBS Test 4 result, y p5=90°, @jn=0°
4.4 Single-Photon Detectors

This section outlines the methodology used to model the most important
and emerging SPD technologies, SPAD and SNSPD. It gives a vision to the
operation basics of these components, the concepts and the mathematical
models that have been used. Final GUI for both types will be presented and
discussed at the end of this chapter.
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Single photon detection concept is the most crucial and often difficult
factor that determines the performance of QKD systems. Thus, special

detectors such as SPD are required to perform this task. SPD is a complex
system because there is no direct method to decide the performance limits
and how to design their interior structure [60]. Moreover, there are a lot of
theoretical studies and simulation based works for operation and internal
processes of SPD but without connection to the application field and
experiment external conditions [61]. To facilitate understanding this
concept, a virtual environment for modeling, analyzing and investigating

the performance of SPD becomes necessary.

In this work, simulators for both SPAD and SNSPD used in the
QKD systems are designed. The SPAD simulator model is intended for
examination of parameters and characteristics of SPAD operating in Geiger
mode used to detect low level optical signals taking into account the effect
of the temperature and the excess voltage on the detector efficiency, dark
counts and afterpulsing. On the other hand, the SNSPD simulator model
aims to examine of parameters and characteristics of SNSPD in terms of
pulse analysis, the impact of biasing current and the temperature on the
dark counts rate and single photon-detection efficiency. In contrast to the
recently created simulators that concentrate on the theoretical
investigations, this work aims to get the simulated information generated
and detected by real and commercially available physical components.

The first step in modeling was to review the functionality, operation
and the performance characteristics for both SPD types using different
standard references. The information provided from the first step was used
in the second modeling step to build the conceptual models. In addition to
the mathematical models, the conceptual models will be utilized to code the
SPD models using Matlab.
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4.4.1 Single-photon avalanche detector

This sub-section covers the operation basics, the methodology, the
conceptual and the mathematical models that have been utilized to model
the SPAD in addition to the main simulation results that are acquired
through this research part. Finally, SPAD simulator is tested for many cases

results.

4.4.1.1 The Device description

SPAD:s are class of semiconductor devices based on a p-n junction reverse
biased above breakdown voltage (V) by the excess voltage (V,,) resulting
in large electric field in the depletion region. This makes SPAD's suitable
for photon counting in the Geiger mode. In this mode, a single photon can
generate an avalanche current pulse in the mA range which leads to
discharge the SPAD from its reverse voltage to a voltage less than V,, [61,
64]. The generated current continues to flow until avalanche is quenched,
I.e., lowering the bias voltage to a voltage equal to or less than V,, .

In order to be able to detect the arrival of another voltage the bias
voltage must be restored [52]. The need of quenching with the APD is
considered as the main disadvantage of using APDs in photon detection
[62]. There are two methods for performing quenching,

1. Passive quenching — a large resistor is placed in series with the
diode, as the avalanche current begins to flow, the bias voltage
across the diode drops to less than or equal to V}. This is the
technique used in this research work.

2. Active quenching- in this type of quenching the voltage is actively
forced to be decreased below V,, when avalanche is triggered by a
photon and the voltage is restored to its normal value in a short time

in the range of tens of nanoseconds. Active quenching increases the
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maximum counting rate of the APD. The difficulty with active

guenching is the need of high — speed electronics.

The time required to quench the avalanche is called the quenching
time constant [64, 63],
T, = (G +Cs) Ry (4.19)
Where C; is the junction capacitance, C; is the stray capacitance and R is
the diode resistance. The simplest quenching circuit that has been used in
this work is called passive quenching circuit which is reported for Perkin
Elmer C30921S silicon avalanche photodiode [64, 63] as shown in Figure
(4.20).

+ Va

g HL Rl. \{“

()VA§ Ry =Cyi =F s
I — >—@ PS G

i %Hf 50 Q I o O L S
L] H -=
Avalanche =

trigger time

(@) (b)
Fig. 4.20 a) SPAD passive quenching circuit b) SPAD equivalent circuit [63]

The quenching circuit consists of high value quenching resistor R, in
series with the cathode of SPAD, so it will stop the self —sustaining
avalanche current. The avalanche current discharges the total capacitance
made up by the sum of C; and C, and induces the voltage drop over R;. The
operation cycle is completed by the reset of the excess voltage to its initial
value when the capacitance recharge to I/, with recovery time constant
given by [64, 63],

T, = (C+C5) R, (4.20)



102

So, the output of the detector is a current pulse with constant peak value

given by [64],
ity = Va— Vu)/R, (4.21)
Where (1, — V}) is the excess voltage above the breakdown voltage.

The current exponentially decreases to the steady state level I with a

corresponding voltage values V; given by [64, 63],

Va—V
I = (4.22)
Ve = Vg + Ryly (4.23)

The leading edge of the output pulse indicates the arrival time of the
photon. The detector is insensitive to any photons arriving in the time
between the start of the avalanche and the voltage biasing reset. This period
is called the dead time (z;) of SPAD which is approximately equal to the
05T, [52].

SPADs operating in Geiger mode are characterized by number of
basic performance parameters. The following points describe these

parameters,
1. Single photon-detection efficiency

SPDE can be defined as the probability that an incident photon triggers an
avalanche (true detection) [65]. SPDE (7,,,;) can be obtained by [65],

USPDE = nPav (424)

Where 7 is the quantum efficiency and P,, is the avalanche triggering
probability which has a direct relation to the V... P,,, can be defined as the
probability that a primary electron-hole pair initiates a self-sustaining

avalanche process which can be approximated by the [65],
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Pp=1—e 'V (4.25)

Where the characteristic voltage V. depends on the depletion layer
thickness and on the weighted average of the ratio of the ionization
coefficient of electrons to that of holes [65].0On the other hand, 7 depends
upon the photodetector structure and the presence of a properly designed

antireflection coating [65]. It can be defined by [66],

(4.26)

N = PapsPiransit

Where P, . is the absorption efficiency of the photodetector, Py, 4ysi: 1S the
transit probability which depends on the material of the absorption region
and the device architecture. Figure (4.21) illustrates the dependency of

Nsppg ON Vex-

Photon detection efficiency %

0 . 5 10 15 . 20
Excess bias Ve [V]
Fig.4.21 SPDE vs V, [52]

2. Dark count probability

Dark count is due to carriers thermally generated within the SPAD
junction. DCP increases with temperature with Poissionian fluctuations act
as internal noise source of the detector. Furthermore, DCP also increases

with the V,, as shown in Figure (4.22) due to avalanche triggering
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probability which also increases detection efficiency but at the expense of

the field enhancement of the carrier generation rate [67].

(b)

Dark count rate [Kc/sec]

1 L 1 L 1 L 1
10 15 20 25 30 35 40
Excess bias Ve [V]

Fig.4.22 Dark count rate vs V,, at room temperature [52]

The number of primary dark pulses due to thermally generated

carriers within the SPAD junction can be represented by [68, 69],

7
Npp1=Ipm 7 (4.27)
Where Ip,, is the primary dark current, 7' is the gate pulse width, and q is
the charge of an electron. The second source for primary dark carriers is
through a series of impact ionization with an average DC gain (M,). Such

dark carriers number can be defined as [68, 69],
Nppo=IpuM, Tqﬂ (4.28)

Where 1., is the effective transit time. In contrast, a secondary dark pulses
can be generated by afterpulsing effect when few carriers may be trapped
from deep levels located at intermediate energies between mid-gap and
band edge during each avalanche pulse and subsequently released. These
released carriers can trigger the avalanche, thereby generating afterpulses
correlated in time to the original avalanche triggered by the photon [65].

The number of these released dark carriers may be written as [68, 69],
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(@)_1

NSD1:DCPNtrW (429)
e tde —1

Where AT is the reciprocal of PRR, 7,, is the detrap time constant.

Secondary dark carriers can also be generated because of some releasing

carriers from the traps can be possible to stay in the multiplication region

when arriving the pulse. Thus, the contribution of this type can be written

as [68, 69],

Ttr
e tde -1

NSDZZDCPNtrT (430)

e tde' -1

By adding these dark counts sources, the total number of dark
carriers per pulse can be defined as [66, 69],
(T;e> (TtT)_l

DCPN,, — e + DCPN,, e —zmy )}
1 1

Tde Tde

DCP =1—exp{—P,, [IDC’;’t + I;’ﬂz{;

(4.31)

Where GB is the gain—bandwidth product of the SPAD and N, is the

average number of carriers trapped after a current pulse.
Accordingly, SPDE can be calculated as [66, 69],

—p _bep (4.32)

on
NsppE Pon

Where P, is the probability of whether an incident optical pulse contains

any photons or not which can be given by 1-e(“No) with the average
number of incident photons per pulse is N,. P,, is the probability of a
current pulse be generated due to photon or dark carrier when the source is
ON. It is given by [66, 69],
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: (Fa) - (Fe)
Ponzl_exp{_Pav [IDglt + I;);\:ql\/é(; + PonNer ﬁ + PonNir e(T)l +
e\lde/ -1 e\lde/—1
N1} (4.33)

4.4.1.2 Single-photon avalanche detector conceptual model

SPAD is an optical-electrical component with one input port and one
output port as shown in the corresponding conceptual model of Figure
(4.23).

Single-photon avalanche

Input port ——> detector —> Output port

Fig.4.23 SPAD's conceptual model

From the conceptual model diagram, the incoming highly attenuated
laser pulses encoded with a specific polarization will be detected and a
corresponding avalanche pulses will be generated by correct detections
with a number related to the detector efficiency. Dark counts will be
generated randomly in time and amplitude with a rate depending on the

value of V,, and temperature provided by the user.

The following parameters were considered as inputs to the
simulation model, optical pulse time profile with linear polarization as
defined in EQ.(2.15) with P,.q, in (MW), transmitted optical A4 in nm, the
orientation of the incoming optical pulse, 7., ., Vex, temperature, dark

counts and afterpulsing occurrence probabilities.
4.4.1.3 SPAD simulation results and discussion

The approach that has been used for model verification was by running the
model under different conditions by applying inputs and checking the
outcomes to show how the model is programmed in a sufficient and correct

way.
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To validate SPAD model, the simulated results that belongs to the
avalanche pulse analysis is compared to the results acquired for C30921S
by the help of its data sheet to define the allowed input and output limits in
addition to the desired specifications. While, the simulated SPAD
performance parameters results are compared to the valid simulation
models presented in [66, 69]. This method was used in this work because
basically the modeled SPAD tool is not intended to simulate any real
SPAD device but to evaluate the capabilities of the modeled SPAD tool
presented in this research. In general, the validation of modeled SPAD
modeling tool was proved via sequence of test cases under different
operation conditions and with different input parameters as will be
presented.

Based on theoretical studies and mathematical models of SPAD
circuit design and physical properties that governs its performance
explained in Section 4.4.1.1, a simulator is developed to model the SPAD
that allows users to relate the SPAD internal structure to its performance. In
this section, the avalanche pulse analysis, the impact of 1, on avalanche
and dark counts probability, the effect of PRR on the afterpulses rate, the
influence of primary dark current, temperature and average DC gain on the
SPDE and DCP are presented. Finally, these results are used as the basis
for the design of the SPAD modeling simulator to visualize the detection
process in addition to the random distribution of DCR to estimate the whole
SPAD performance.

In this model, C30921S is chosen because of its wide spread use in
the QKD systems. This SPAD type has high quantum efficiency equal to
77% at 830nm and to 60% at 900nm. It can be operated in Geiger mode
with low dark count rate (DCR) equal to 350/second at -25°C [Appendix
2].
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In the passive quenching circuit assumed for the SPAD model, a load
resistor R;= 200 kQ is connected in series with the photodetector and
R,=200Q. In order to simulate the avalanche current pulse on R, it is
important to consider the internal stray and junction capacitors to
accurately determine T,. and 7, of the output pulse. C; and C, are assumed
to be 1pf and 3pf respectively as recommended by [63, 64]. To study the
effect of R, on the output current amplitude and then on the quenching time,
Figure (4.24a) represents the output pulse with different R; values. As R;
increases, the output current tends to be low with long quenching time
constant which as a result limits the quenching speed and hence reduce the
count rate. It can be seen from this figure the dead time is not fixed and can
be varied according to the value of R, which changes T. and ;. Figure
(4.24b) shows the impact of increasing 1, on the SPAD output current. As
I, increases, the probability to trigger an avalanche increases too which as

a result leads to an increase in the output peak current.

—_ R =200 K 7 =0.4ps 09t
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Fig.4.24 Simulated avalanche current pulse at a) various R;, values.

b) Different V,, values

To check the correctness of the simulated avalanche SPAD current
signal for validation purpose, it will be compared to the real avalanche
pulse generated by C30921S as presented in Figure (4.25) in terms of

overall pulse waveform, rise and fall time and 7, as shown in Table (4.1).
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HORIZONTAL — 500 ns/DIVISION
VERTICAL — 1| mV/DIVISION

Fig.4.25 C30921S silicon avalanche photodiode avalanche
pulse [Appendix 2]

Table 4.4 A comparison between C30921S silicon avalanche photodiode and the

SPAD model
Properties C30921S Modeled SPAD
Rise time = 0.5ns = 0.5ns
Fall time =0.5ns =0.5ns
T4 =~ 0.3us @ R,=200 kQ = 0.4us @ R,=200 kQ

By comparison, a good agreement between the simulation and the
measured results is obtained in terms of the previously mentioned

parameters.

The dependence of P,,, on the V,, is illustrated in Figure (4.26). The
number of thermally or optically generated carriers in the multiplication
region exponentially increased with V.. Thus, a chain of ionizations can be
obtained and continuously increase till the photodetector is discharged.

Hence, the probability of this process to occur is called P,,,.
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Fig.4.26 Avalanche probability (P,,) vs. Excess voltage

In this work, V., range is between 2V-30V while the characteristic voltage
equals to 16V as reported in C30921S specifications. As a final result to the
avalanche pulse analysis, Figure (4.27) shows the direct dependence of
SPAD current on the V.
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Fig.4.27 SPAD current vs. Excess voltage (V)

To quantify the performance of SPAD, different terms have to be
assessed for optimal characterization and design. First of all, in this
research only 830nm and 900nm are examined because of the specific
SPAD under study shows maximum detection efficiency at these
wavelengths. Figure (4.28) shows how the primary dark current and
temperature conditions can enhance or reduce DCP against SPDE for
wavelengths, 830nm and 900nm. One can find that the acceptable range for
DCP per pulse could be achieved by cooling the system down to -30°C. As

the temperature increases, DCP increases too because of the increase in the
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number of thermally generated carriers in a random manner or from the
type of photodetector fabrication material which leads to tunneling effect.
In contrast, the temperature also has a direct influence on SPDE by the fact
that as the temperature increases, V,, is forced to increase too. Thus, it is
mandatory to work above 1/, by the amount of V,, to operate in a Gieger
mode. As a result, P, will be enhanced which in turn the DCP increase and
causes a remarkable degradation in SPDE. It can be seen from Figure
(4.28) that the DCPcan be enhanced with increasing the primary dark

current.
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Fig.4.28 Dark count probability (DCP) vs. SPDE

a: A=830nm b:A=900nm
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Figure (4.29) illustrates the effect of V, on the DCP of the SPAD model

for different temperatures and Ij,, values for both A=830nm and 1=900nm.

dark count probability DCP

dark count probability DCP

Fig.4.29 Dark count probability (DCP) vs. Excess voltage (V,,)
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a: A=830nm b:A=900nm

The effect of M, of the photodetector on the DCP and hence on the

performance of the device can be investigated from Figure (4.30). It is clear

from this figure that the value of DCP increases as M, becomes higher.

This is because the thermally generated dark carriers that enter the

multiplication region pass through a set of impact ionizations with M,,.
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Fig.4.30 Dark count probability (DCP) vs. SPDE with different M,

values a:A=830nm b:A=900nm

At this point, in order to achieve better performance for ASPD in terms of

high photon detection efficiency or low DCP, low M, and primary dark

current are preferable. It is important to mention that the approach used to

simulate DCP and P,,, depends upon the fixed point iteration method to

numerically solve these terms in Equations (4.38) and (4.40). In addition,

P, was used as a variable parameter to simulate both DCP and SPDE.

The afterpulse probability (P,,) behavior can be examined for

different PRR's. From Figure (4.31), the contribution of F,, to the total
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counts rate could be reasonable for low PRR (e.g. in the range of 10 per
pulse) which can be understood as follows: as long as ﬁ > 14, this

condition ensures long hold off time (i.e., the time required by the SPAD to
be insensitive to the incident photons and remains quenched [66]) which as
a result makes the trapped carriers emitted before the arrival of the next

pulse and thus this reduces the value of afterpulsing.
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Fig.4.31 Afterpulse probability (P,,) vs. SPDE for different PRR
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The impact of V,, on the P, is shown in Figure (4.32). It is clear that P,
increases as the avalanche probability increases with I;,. F,, can be

decreased by reducing V,, but at the expense of worse SPDE. As a result

some factors have to be considered to reduce F,,,

operating with lower
PRR but this will be at the expense of operating at high count rate and
hence low final key rate can be achieved in QKD systems. The other factor
is by using longer t,4, increasing the temperature conditions but in this case
DCR will be enhanced. Finally, reducing the excess voltage above the

breakdown voltage but at the expense of SPDE.
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To check the correctness of the SPAD performance simulation results, it

will be compared to the results reported in [66, 69] in terms of DCP and

P,,, ccontribution percentage to the total dark counts as a function of SPDE

at different I,,,, temperatures and PRR as shown in Tables (4.2) and (4.3).

Table 4.5 A comparison between a model reported in [69] and the SPAD model in
terms of DCP as a function of SPDE at different Ipy,

Y. Kang et al, model [69] Modeled SPAD

SPDE | DCPatlp, | DCP at DCP atlyy, | DCPatlp, | DCPatly, | DCPatlpy

%) =0.1pA Ipy=1pA ~ 10pA =0.1pA =1pA _10pA
9 1x107* 1x1073 1x1072 | 02x107* [3.7%x107% |174%x 1072
17 25x107* | 2x107% | 25x1072 | 03x10™* |63x1073 |315x 1072
24 4x10™* | 35x1073 | 3.7x107%2 | 05%x107* | 84x1073 |431x107?
30 5x107*% | 45%x107% | 51%x1072 | 053x107* | 9.7x 1073 | 526 %x 1072
36 6.5x107* | 63%x1073 | 6x1072 | 0.59%x107™* | 10.6 x 1073 | 602 x 1072
40 7 %1074 8x1073 | 85%x107%2 | 0.61x107* | 11.8%x 1073 | 672 x 1072

Table 4.6 A comparison between a model reported in [66] and the SPAD model in
terms of DCP as a function of SPDE at different temperatures

Ahammed Mofasser et al, model [66] Modeled SPAD

SPDE | DCP at DCPatT | DCP at DCP at DCP at DCP at

%) T=—30°C | =0°C T=20°C T=—30°C T=0°C T=20°C
9 0.5x107% | 2x107°% | 1.5x 107> | 0.23x107* | 0.37%x107* | 1.74 x 10™*
17 | 09x107° | 4x107% | 2x107° 0.38x10™* | 0.63x107* | 3.15x 10~*
24 1x107® | 5x107® | 3x107° 0.5x107* | 0.84x107* | 4.31x107*
30 | 1.5%x107°% | 6x107® | 3.5x107° | 0.53x10™* | 0.97 x10™* | 5.26 x 10~*
36 | 1.8x107% | 7x107® | 4x10™> | 0.59%x107* | 1.06 x107* | 6.02 x 10~*
40 2x107® | 9x107° | 43x107° | 0.61x107* | 1.18x107* | 6.72x 107*
45 | 25%x107% | 1x107% | 5x107° 0.62x107% | 1.25x107% | 7.3x107*
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The difference between the modeled SPAD results and the results
presented in the analytical simulation models are due to the measurement
conditions that have been used in the SPAD model calculations such as the
average optical power, A, and n that were extracted from C30921S data
sheet are different from the simulation parameters reported in [66, 69].
Furthermore, DCP, F,, and SPDE that were calculated by unconventional
approach which is the fixed point iteration method and hence the expected
results have approximated values due to iterative inaccuracy. In addition,
the main target of this modeling effort is to examine the general
functionality of the SPAD behavior and its performance under different
operation conditions. Thus, it is possible to say that the presented results
accuracy are within the reasonable range which is the amount of accuracy
required for the model’s intended purpose.

4.4.1.4 SPAD simulator implementation and testing

This section describes the SPAD simulator in addition to the testing cases
to prove the simulator capability for SPAD behavior verification by
comparisons of the simulator results with the mathematical models based
data. The simulator can support wide spectral range starting from 500nm
up to 1000nm which represents the allowable spectral range for C30921S.
In addition, the user can change both V,, and temperature at the same time
to investigate the overall SPAD performance parameters: SPDE, DCP
and P,,,. Depending on the user inputs, the simulator plots the resultant
SPAD avalanche pulses in accordance to the incoming optical laser pulses
taking into consideration the SPDE to decide if the pulse is detected or not

as well as DCP and P,,,.
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Four tests were applied to verify the simulator capabilities to simulate the
SPAD operation and to prove its operation validity. For all four tests, 25
input pulses to the SPAD were linearly polarized with P,.q; gradually
attenuated from 1mW to get the desired level and PRR=1GHz. The results
are presented for N,=0.2. For the main GUI illustrated in Figure (4.33), the
plotter to the left represents the incoming laser pulses with defined PRR
and N,. The plotter to the right illustrates the output avalanche pulses
comprising the true photon detection and false avalanche detections due to

dark and afterpulse detections
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Fig.4.33 Simulator main window

Test 1: V,, is set to 2V and the temperature is set to —30°C. According to
these inputs, the calculated SPDE was 9%. Therefore, the expected
detected optical pulses were 3 pulses out of 25 incoming laser pulses.
Figure (4.34) illustrates that there are 3 true photon detection pulses in red
which are equal to the expected detected pulses. Pulses in turquoise
represent the output avalanche detections due to thermal effects with the
number equal to the calculated DCP which is 0.0023. On the other hand,
pulses in black illustrate the false detections due to afterpulse effect

contribution with the number equal to the calculated F,,, which is 0.0019.



119

E main_S

Single photon avalanche photodiode

Wavelength 230 nm 1014

Excess Voltage

==
o

Temperature

-

Single Photon Detection
Efficiency

=
o

Avalanche current pulses (A)

=

=

Average Photon Number - 02z 04 06 OB 1 02 04 06 08 1
Time (sec) %109 Time (sec) <102

Afterpulse Probability

Dark count Probability

Fig.4.34 Testl simulation results for: Ny=0.2, V.,=2V and T=—30°C.

Test 2: V,,. is set to 2V and the temperature is increased and set to —20°C as
shown in Figure (4.35). In this test the impact of the temperature on the
DCP will be studied. As expected, the true photon detections were 3 pulses
accordance to the registered SPDE. DCP is increased to 0.0024 in
comparison to the previous test as the temperature increases. F,, doesn’t

change with temperature, it depends on V,, which has the same value as in
Test 1.
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Fig.4.35 Test2 simulation results for:Ny=0.2, V,,=2V and T=—20°C
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Test 3: V,,. is set to 10V and the temperature is set to —30°C. In this test the
effect of increasing V,, on the SPDE, DCP and F,, and on the avalanche
pulses amplitude will be presented. Figure (4.36) shows the simulator
results for these input values. SPDE is increased to 36% as V1, increased.
The expected number of true photon detections equals 9 pulses. The
simulator result equals to the expected result (i.e. 9 pulses). DCP and F,,
increased to 0.0059 and 0.0052 respectively as V,, increases due to the
enhancement of the avalanche process probability which means an

increases in the SPDE. The amplitude of true detection, dark and afterpulse

increase as shown in the plotter.
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Fig.4.36 Test 3 simulation results for:Ny= 0.2, V.,=10V and T=—30°C

Test 4: V,, is set to 10V and the temperature is set to 22°C. This test
is to investigate the effect of the temperature on the SPAD performance
with an increase inV,,. Figure (4.37) illustrates how the SPAD
performance will be affected with temperature by the increase in the
thermally generated pulses. DCP is increased to 0.0602 while P,,, still has
the same value as the effect of the temperature on F,, is not included in
these tests. The calculated number of true photon detections equals 8 pulses

which is approximately equal to the expected number.
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Fig.4.37 Test 4 simulation results for:Ny=0.2, V,,=10V and T= 22°C

In general, by comparing the simulator tests results with the mathematical
models results mentioned in the last section, one can find a good agreement
which as a result confirms the simulator ability to examine the SPAD

performance.

4.5 Superconducting Nanowire Single Photon Detector

This section covers the operation basics, the methodology, the conceptual
and the mathematical models that have been utilized to model the SNSPD
in addition to the main simulation results that were acquired through this

research part. Finally, SNSPD simulator test cases results will be

illustrated.

4.5.1 The Device description

SNSPD with an illumination area for absorbing photons consists from
meandering superconducting nanowire with a few nanometers thickness
carrying a constant biasing current I, less than the switching current and
near to its critical current value [70]. When a photon is absorbed, a hotspot
IS generated due to the heat applied by the photon absorption process. As a
result, I, is forced to escape along the hotspot in the nanowire. This

process leads to form a resistive barrier across the nanowire. This abrupt
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increase in the nanowire resistance results in a measureable voltage signal
which represents the detection of a single photon [71].

Figure (4.38) shows the SNSPD operation concept as well as the its
generated output voltage signal.Compared to different types of single
photon detectors, SNSPD provides an improved detection efficiency, dark
counts, timing and energy resolution. All these features have made it the

perfect choice for quantum security and communication [71].
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Fig.4.38 (a) SNSPD operation principles (b) SNSPD output voltage signal [71]

The electrical circuit model of the SNSPD is shown in Figure (4.39).
It consists of an inductor (L) which represents the kinetic inductance of
the nanowire connected in series with a switch and R, (t) in parallel.

R,, (t) represents the hotspot resistance [71].
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Fig.4.39 SNSPD electrical circuit mode
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The resulting output voltage signal can be generated as follows: as the
photon absorbed, a resistive bridge in the nanowire is formed. This step can
be simulated as a temporary opening of the switch. This switch opening
decreases the current through SNSPD but increases the output voltage with
a time constant equal to [71, 72],

Trise = Tk (4.34)

Rn (0)+Z

Where Z, is the load resistor.
Conversely, when the switch is closed, a supercurrent with reverse

direction will be recovered with a longer time constant equal to [71, 72],
Tfall = ;—: (4-35)

For a defined period of time called the dead time, the SNSPD will be
insensitive to the incoming photons and the supercurrent recovers to a re-
triggerable value. The detector dead time (z, ) value equals to [71],

(4.36)

Tat = Trise T Trau

The output of the SNSPD is a voltage pulse with a peak value given by
[72],
p = 2Ry, (4.37)

T Zy+Rn

SNSPDs are characterized by number of basic performance
parameters, SPDE and DCR. These parameters depend on some extrinsic
(I,, temperature and wavelength) and intrinsic (material chemistry,

structure, electronic properties and geometry) specifications [73].

1. Dark count rate

DCR is a vital factor that affects the performance of SNSPD which
increases exponentially due to detecting false pulses originated from
random fluctuations as I, approaches its critical value and working with

high ambient temperature [70]. Shorter wavelengths are preferable for high
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SPDE requirements but at the expense of increasing the likelihood of
detecting dark counts in addition to the correct detections [73].

This kind of pulses are contributing from pulses originating due to
straying photons or fluctuation from superconducting to the normal state in
the SNSPD as well as due to thermal fluctuations in I, in addition to
quantum fluctuations in the amplitude and phase of the superconducting
order parameter. Electronics fluctuations can add some false pulses to the
SNSPD output [73]. Refer to [73] for more information about the effect of
intrinsic parameters on the DCR.

According to the unified model suggested in [74] with input light in
a coherent state, the total count rate of the SNSPD at the absence of the
light intensity is nothing but DCR. In this case when there is no photon
absorbed by the meander line, no hotspot could be generated in this line
and there is no chance to form a resistive barrier. This idea can be

formulated as [74],

GTy + PRR(]. _ e(—GTxtex)) (4.38)

T 14GT, xTgr

Ce

Where:
C; : is the total count rate of the SNSPD.
GT,: is the total barrier generation rate (total count rate) when the light
source is turned off which can be determined experimentally by measuring
the total count rate when the optical light intensity attenuated to zero Watts.
GT : is the average total resistive barrier generation rate.
t., . IS the time that the excitation created by each laser pulse lasts on the
meander line.

Now, when the light source intensity sets to zero [74],

C, = DCR = —2° (4.39)

1+GT0 XTdt

On the other hand, when the input to the detector is a general optical

state| ¥;,, >, the estimated total clicks probability of the detector is [75],
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Peticie(| in >) = 1= 255 Ti | Wi (g + )12 (™5F7) 7 (1 — 1P TS (1 -

B, (4.40)
Where B, is given by [75],

P, =1 — eGmx) (4.41)
G,y : describes the enhancement in GT

T, © IS the hot spot life time,

ny: is the number of hotspots,

M,.ss - 1S the optical losses between incoming photons and the hotspots that

are generated on superconducting nanowires,

M: is the number of G,,, values that have significant effect on determining
the total GT.

Eqg. (4.40) can be modified for Fock state (number state) at the input as
follows [74],

Clle(lN >) =1- nh =0 (nh) 771055(1 ﬂloss)N_nh %;(1) (1 _Pm)(?rill) (442)
Where:

[N >: is the n-photon state

To investigate the SPDs response to general light state including a
Fock state with different incident photons, detector tomography is used to
find the POVM operators of the detector. For binary SPDs which are
sensitive to n photons, the No click POVM is [75],
AP =¥ (1= P jm > < m| (4.43)
Where:
P,: is the n-photon detection efficiency,
(™): is the binomial coefficient (= 0 forn > m,= 1 forn = 0)

In this case, dark count probability can be represented by P,. Click
POVM operator is nothing but [75],
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APD = 1 — PP (4.44)

2. Single photon-detection efficiency

SPDE is the most evident performance parameter and it depends on the
coupling efficiency which represents the losses due to absorption,
scattering or reflection, absorption efficiency which refers to the detector
material and geometry and finally, on the registering efficiency which
describes the detector triggers after photon absorption [71]. SPDE can be
determined by subtracting DCR from C, and defining the power of the light
source in addition to the attenuation range and N, using a known PRR and
A as follows [76],

C; = DCR + PRR(1 — e(~SPPEN0)) (4.45)

In order to relate SPDE to DCR, a useful figure of merit (FOM) for
SNSPD is given by [76],

__ SPDE
FOM = (DCRxAt") (4.46)

Where:
At' :is the time jitter.

This is a useful figure for a range of time correlated single photon
counting measurements and needed in quantum information applications.
4.5.2 Superconducting nanowire single-photon detector conceptual
model
SNSPD is an optical-electrical component with one input port and one
output port as shown in the corresponding conceptual model of Figure
(4.40).

Inout port Superconducting nanowire
nput por g single-photon detector > Output port

Fig.4.40 SNSPD's conceptual model
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From the conceptual model diagram, the incoming highly attenuated laser
pulses encoded with a specific polarization will be detected and
corresponding pulses will be generated by correct detections with a number
related to the detector efficiency. Dark counts will be generated randomly
in time and amplitude with a rate depending on the value of I, and

temperature provided by the user.

In addition to the parameters that were mentioned as inputs to the
SPAD simulation model, the following parameters were considered also as

inputs to the SNSPD model, I,, Ny, temperature, dark counts

USPDE’

occurrence probability.

4.5.3 SNSPD simulation results and discussion

The approach that has been used for model verification in the SPAD model
was also be used to verify the SNSPD model. On the other hand, the

methodology that was followed for the model validation technique was by
comparing the modeled SNSPD output behavior to both the output of real
SNSPD's device by the help of the commercial data sheet of ID281SNSPD
from ID Quantique [Appendix 3] to define the allowed input and output

limits in addition to the desired specifications. In general, the validation of

modeled SNSPD modeling tool was proved via sequence of test cases
under different operation conditions and with different input parameters as
will be presented. Based on theoretical studies and mathematical models of
SNSPD circuit design and physical properties that governs its performance
explained in sub-section 4.5.2, a simulator is developed to model the
SNSPD that allows users to relate the SNSPD internal structure to its
performance. In this section, the SNSPD pulse analysis, the impact of I,
and the temperature on the dark counts rate and SPDE, the influence of N,
on the SPDE are presented. Finally, these results are used as the basis for
the design of the SNSPD modeling simulator to visualize the detection
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process in addition to the random distribution of DCR to estimate the whole
SNSPD performance.

This SNSPD type has high » which is larger than 80% at 1550nm
and 900nm. It can be operated with low dark count rate equal to
100C/second at temperature of 0.8K.

The simulation of this component starts with the generation of
random in time and amplitude dark pulses with a rate depending on the
value of I, and temperature provided by the user followed by the
simulation of electrical pulses caused by correct detection of incoming
laser pulses in accordance to the detection efficiency.

In this model, the electrical circuit shown in Figure (4.39) is assumed
as an equivalent circuit for the SNSPD. In order to simulate the SNSPD
output pulse on Z,, it is important to define the following: L,=10nH,
R, (t) = 500Q2, Z, =50Q2 to accurately determine the rise time, fall time
and the dead time of the output pulse. Small L, was assumed in this work
because of small kinetic inductance improves the SNSPD performance
since it reduces the overall dead time. In addition to this point, the higher
the value of L, the lower the value of the current passing in the wire. Z, is

assumed as a conventional 50Q transmission line impedance [71, 72, 73].

To study the impact of increasing I, on the SNSPD output voltage,
Figure (4.41) represents the output pulse with different I, values. As I,
increases, the probability of triggering increases too which as a result leads

to an increase in the output peak voltage.
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Fig.4.41 SNSPD voltage pulse at different biasing currents (Ip)

To check the correctness of the simulated SNSPD voltage signal for
validation purpose, it will be compared to the real pulse generated by
ID281SNSPD as presented in Figure (4.42) in terms of overall pulse

waveform and z; as shown in Table (4.4).

Fig.4.42 ID281SNSPD real pulse

Table 4.7 A comparison between ID281SNSPD and the SNSPD model

Property ID281SNSPD Modeled SNSPD

Tat =20ns =4ns
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To quantify the performance of SNSPD, different terms have to be assessed
for optimal characterization and design. First of all, in this research only
1500nm and 900nm wavelengths are examined as ID281SNSPD shows
maximum 7. The mathematical model parameters used in this work were

extracted from [74].

Figures from (4.43) - (4.45) illustrate the simulated SNSPD under
study performance parameters results for A=1550nm while the results
obtained from A= 900nm in addition to A=1550nm will be used in the
simulator to assess its capability by comparing their results. The following
parameters calculated from [74] were used in (4.52) to compute SPDE as
shown in Table (4.5).

Table 4.8 the calculated parameters used in Eq. (4.52)

Ci Hz

1) (dB) NO Ib:GHA Ib=7},lA Ib=8 HA Ib:9 MA Ib:9.8 MA

-100 | 3.1x10°5 | 1(DCR) | 7 (DCR) | 38(DCR) | 72(DCR) | 1000(DCR)

-80 | 3.1x10~3 | 1(DCR) | 7(DCR) | 38(DCR) 72(DCR) | 1000(DCR)

-60 0.31 1(DCR) 8 100 850 5000
-40 31 1(DCR) | 100 8000 8x10* 3x10°
-20 3100 110 1x10* 8x10° 8x10° 107
-1 | 2.4x10% | 9x10° 107 107 107 107

Figure (4.43) shows the SPDE vs I, at 1500nm for N, ranging from
3.1x107° to 2.4x10°. It's clear that the detection performance is poor for

low biasing current values. SPDE increases linearly as I, increased. By
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further increasing I, to its critical value, SPDE will saturate at a constant

value. Also, it is possible to notice the effect of the average optical power

detected by SNSPD on the barrier generation rate. When N, approaches to

3.1x107°; the device has measureable detection efficiency in spite of the

little amount of incident optical power. The source for this behavior is the

presence of the thermal effect. As the optical power increases the number

of photons increases, SPDE increases too due to the contribution of both

real photons as well as thermally generated dark carriers.
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[ L = =

single photon detection efficiency SPDE (%

=
=
A

—  _N,=3.1"105
| | ——N_=3.1*10'3
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N

0
0
0
0
0
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biasing current Ib (1eA)

Fig.4.43 SPDE vs. biasing current (I ,)

I
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1
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Figure (4.44) investigates the effect of the temperature and the

biasing current on the device detection efficiency as a function of the

incoming optical power. At lower temperature, the critical value of the I,

increases which as a result lowers the required I, and SPDE improves.
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0.5 1 1.5 2

Number of photons per pulse ND

2.5

x10°

Fig. 4.44 SPDE vs. average number of photons (N)
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Figure (4.45) shows how I, and temperature conditions can enhance the
SNSPD performance by reducing DCR. One can find that the acceptable
range for DCR per pulse could be achieved by cooling the system down to
3.5K according to the ID281SNSPD specification data sheet.

As the temperature reduces, the required I, for biasing decreases too
which in turn improves the DCR performance which is in this case only
dominated by the background thermal radiation noise. With high
temperature conditions, I, will increase which reinforce the SNSPD
internal noise. So, DCR can be minimized by operating at lower I, but at

the expense of low SPDE.

1100

1000 - b

900 b

800 - -

O — 1. =6 uAT=1K |7
| =7 uAT=2K |
=8 ;:A T=3K

— 1 =9 xAT=3.5K

| =9.8 pA T=4K
300 b

600 -

500 I

=2 - = - -

dark count rate DCR (Hz)

200 B

100 F B

0.5 1 15 2 25
Number of photons per pulse ND x10°

Fig. 4.45 Dark count rate (DCR) vs. average number of
photons N
To check the correctness of the SNSPD performance simulation
results, it will be compared to the results reported in ID281SNSPD data
sheet in terms of DCR and 7 at different temperatures as shown in Table
(4.6).
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Table 4.9 A comparison between ID281SNSPD and the SNSPD model

parameters ID281SNSPD Modeled SNSPD
n @ A=900nm >80% 90%
17 @ A=1550nm >80% 88.3%

Dark counts < 100 counts @ T=0.8k 1000 counts @ T=4k

72 counts @ T=3.5k
38 counts @ T=3k
7 counts@ T=2k

1 counts@ T=1k

The difference between the modeled SNSPD results and the specifications
presented in ID281SNSPD data sheet is due to the simulation parameters
and the measurement conditions that have been used in the SNSPD model
calculations such as Py, I, and the temperature were extracted from [74]
are different from 1ID281SNSPD measurement conditions. The goal is to
investigate the operation of the SNSPD under various operation conditions.
Therefore, it is clear that the outcomes accuracy is within the acceptable
behavior range which is the measure of the precision required for the

device's modeling.

4.5.4 SNSPD simulator implementation and testing

This section describes the SNSPD simulator in addition to the testing cases
to prove the simulator capability for SNSPD behavior verification by
comparisons of the simulator results with the mathematical models based
data. The simulator can support wide spectral range starting from 400nm
up to 2500nm which represents the allowable spectral range for
ID281SNSPD. Figure (4.46) illustrates the simulator main window with
plotters, inputs and control objects. The left plotter represents the incoming
laser pulses with defined PRR and power. The right plotter illustrates the
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output voltage pulses comprises the true photon detection and false
detections due to dark noise.

In this section the results for 900nm and 1500nm test cases for
ID281SNSPD will be presented. For all four tests, 25 input pulses to the
SNSPD were linearly polarized with P4, gradually attenuated from 1mw
to get the desired level as shown in Table (4.5) and PRR=1GHz. The user
can change I,, temperature and N, at the same time to investigate the
overall SNSPD performance parameters: SPDE and DCR . Depending on
the user inputs, the simulator will plot the resultant SNSPD trigger pulses
in accordance to the incoming optical laser pulses taking into consideration
the SPDE to decide if the pulse is detected or not as well as DCR.

R [
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4. main_M

Superconducting nanowire single photon detector

Wavelength 1550 = | nm 1 1

Biasing current gg  w PA 0.8 0.8

0.6
Temperature K 06

L 0.4 0.4
SPDE %

0.2 0.2

Average Photon
Number

0 0
LLLLLELNS & 02 04 06 08 1 0 0z 04 08 08 1

Dark count rate counts

ll Run

Fig. 4.46 Simulator main window

Four tests were done to verify the simulator capabilities to simulate

the SNSPD operation and to prove its operation validity.

Test 1: I,= 9.8uA, temperature=4K, N,=240000 and A=1550nm.
The attenuation level is assumed to be -1dB. According to these inputs, the
calculated SPDE was 88.3%. Therefore, the expected number of true
photon detections is equal to 22 pulses out of 25 pulses. The simulator
result is approximately equal to the expected result (i.e. 23 pulses in red) as
shown in Figure (4.47). Pulses in blue represent the output detections due
to thermal effects with the number equal to the calculated DCR which was

1000 counts. The effect of the incoming optical power represented by N,
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on the detection performance can be observed by testing the amplitude of
both true detections and noise pulses. The SNSPD output voltage signals in

red increased compared to the noise signals in blue.

"4 main M - e ¢ G A G— G . C— - ==
Superconducting nanowire single photon detector
Wavelength 1550 | nm 5 x 10712 i -
i =
Biasing current 98 | pA iﬁ’
: a
@
Temperature 4 K E
a
=
SPDE 883 o £
Wl
=
Average Photon 1 2
Number 240000 I o 02 04 06 08 1 0 02 04 06 08 1
Time (sec) 109 Time (sec) «10°2

Dark count rate 1000 counts

Fig. 4.47 Testl simulation results for: : 4=1550nm, N,= 240000, I,=9.8uA and T=4K.

Test 2: [,= 7uA, temperature=2K, N,=0.3 and A=1550nm as shown
in Figure (4.48). In this test the impact of the temperature on the DCR and
the effect of reducing I, on the SPDE will be studied. As expected, the true
photon detection was one pulse in accordance to the registered SPDE
which is degraded due to the reduction inI,. DCR is decreased to seven

counts in comparison to the previous test as the temperature is reduced.

Superconducting nanowire single photon detector
Wavelength 1550 | nm 5 %1018 1 1074 i
[l =3 |
Biasing current 7 w| pA 4 S08f |
g 3 g-DE\
=3t @ 0.6
Temperature 2 K 5 7
g 2t S 04|
SPDE 001 o o
& 1f Lozt ‘ ‘
: |
Average Photon 01 10 “ 0 .
Number : | 0 0.2 0.4 0.6 0.8 1 ] 0.2 0.4 0.6 0.8 1
Time (sec -9 Time (sec) -9
Dark count rate N - (sec) =D <l
=

Fig. 4.48 Test2 simulation results for : 4=1550nm, Ny= 0.31, I,,=7uA and T= 2K.
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Test 3: 1,= 9.8uA, temperature=4K, N,=31 and A=1550nm as shown in
Figure (4.49). The strong effect of the average optical power in terms of N,
detected by the SNSPD on SPDE will be explained in this test. The
attenuation level is assumed to be -40dB. Compared to test 1, the measured
SPDE is reduced from 88.3% to 18.3% as a result of the apparent decrease
in the number of photons falling on SNSPD. The simulator response to the
test settings shows five true detections out of 25 laser pulses which is

matched to the expected theoretical results.

4| main_M = 23
Superconducting nanowire single photon detector
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Wavelength 1550 | nm 152 10718 1 x10
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g 2
Temperature 4 K g %D'B
g 2 04
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‘ ‘ T 02 |
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Average Photan o WL |” | l|| Il o

3 hd 0 1 0.2 0.4 0.6 0.8

Tlme (sec) 1072 Time (sec)

f=]

Number

= — -
-

Dark count rate 1000 counts

Fig. 4.49 Test3 simulation results for: : A=1550nm Ny=31, 1,,=9.8 A and T= 4K.

Test 4: I, is set to 9.8uA, temperature=4K, N,=240000 and
A=900nm as shown in Figure (4.50). In this test, the effect of A on the
device performance will be studied. Compared to the Test 1, one can see
how the registered SPDE improves from 88.3% to 90% due to increasing
of photon energy as the wavelength becomes shorter. The expected

registered true photon detections were 23 pulses.

4| main_M = o 25 m
Superconducting nanowire single photon detector
12
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2
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| =
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Number 240000 I o 1 0 02 04 06 08 1
Tlme sec -9 Time (sec) 102
Dark count rate 1000 counts ¢ ) Sl *

Fig.4.50 Test4 simulation results for: A=900nm Ny= 240000, 1,=9.8uA and T= 4K.
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In general, by comparing the simulator tests results with the mathematical
models results mentioned in the last section, one can find a good agreement

which as a result confirms the simulator ability to examine the SNSPD

performance.



Chapter Five

The Investigation of the BB84

Protocol Simulator
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Chapter Five

The Investigation of the BB84 Protocol Simulator
5.1 Introduction

The purpose of this chapter is to present a generic simulator aimed to
simulate and analyze the QKD systems with a demonstration of the
BB84 protocol as a case study. At the beginning, initial
implementations of this simulator will be addressed. The final version
of this tool will be described with illustration of the results obtained
from the execution of the main BB84 protocol phases. Finally, the
quantum optical fiber and free space based QKD systems as test cases

will be presented.
5.2 The Simulator Investigation

One of the common basics in software engineering is that the model
must be tested and evaluated continuously throughout its life cycle as
recommended by Sargent and Balci to disclose any shortage in early
time that may occur during the model implementation steps. Errors
detection and correction throughout the model life cycle, adequate for
both time and cost [19, 20]. Thus, in addition to the tests that were
created on each component individually as shown previously, coupled
sub-modules have been tested before testing the whole simulation

model for validation purposes.

Three important simulation experiments were carried out for
three experimental layouts. Figure (5.1) illustrates the experiments

modeling flow that has been conducted in this section.
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Experiment 1
The objectives

1. Investigating the operation of randomly prepared a
sequence of bits with a certain polarization states.
2. Testing the operations of equally dividing the power

of each incoming optical pulses and deciding the
polarization basis using the modeled BS.
3. Investigating the operation of the PBS.

y
Experiment 2

The objectives

1. To simulate the system without SPD.
2. To verify the operation of the modeled 1/2 plate.

\ 4
Experiment 3

The objective

To investigate the operation of a complete BB84-QKD
system.

Fig.5.1 BB84-QKD Experiments modeling flow

5.2.1 Experiment 1: testing the transmitter and the PBS operation
Figure (5.2) illustrates the proposed back to back system model
scenario for Experiment 1. Each optical path is triggered randomly by
BPRS unit. The upper path is dedicated to send O's while the lower
path is used to send 1's at each time for both cases. The receiving bits
at the PBS are splitted either as an optical transmitted signal or as an
optical reflected signal depending on their polarization states and the
PBS device angle.
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Fig.5.2 Experiment 1 system model scenario
Six simulation tests are carried out to verify the correctness of this
Experiment scenario. For all tests, the required simulation parameters
are listed in Table 5.1.

Table 5.1 Experiment 1 simulation parameters

Parameter Value
Number of used optical pulses 25

PRR 100 kHz

Pyea 1mwW
A 1550nm

Optical PA attenuation coefficient 0dB
Insertion loss 0.5dB

Return loss 10dB

PDL loss 0.25dB

The polarization of the transmitted optical signals depends upon
the LP angles. The OF quantum channel is assumed as a lossless
channel. Figure (5.3) shows the designed GUI to investigate the

validation of this experiment. It consists of input objects to set up the
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main system parameters such as LP's, PBS polarization angles and the
different PBS losses types. Six plotters are used to illustrate the
generated pulses through transmission at different system stages as
specified for each plotter. Red pulses represent 0's bits while blue

pulses represent 1's bits.

Figure (5.3) shows the first simulation test. In this test,
Yip1, Yip2 and ypgs= 0°. It can be shown that all input optical pulses

to PBS are reflected because of the transmission axis is in a parallel

with the polarization of input optical signals.
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Fig.5.3 Experiment 1, Test 1 results, y;p1, YLp2 and ypgs= 0°

Figure (5.4) illustrates Test 2 result. In this test, y;p,and y;p, =
90° (i.e. vertically polarized transmitted optical pulses) and ypgs = 0°.
The PBS transmission axis is in parallel with the polarization of input
signals. As long as the incident light beam is vertically polarized, the

optical beam will be completely transmitted.
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Figure (5.5) illustrates Test 3 result with y;p,, y1p,=45° and ypgs=0°.
It can be seen that the power of the incident optical beam is equally
divided between output ports because of both S and P components

will appear at both outputs of PBS as reflected and transmitted signals

respectively.
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Fig.5.5 Experiment 1, Test 3 results, yp1, ¥Y1p2=45° and ypps=0°
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Figure (5.6) illustrates Test 4 result with y;p,, ¥1p,= 0° and ypgs=45°.
It can be seen that the behavior of the system is similar to the system
behavior in Test 3 as the power of the incident optical pulses appears

at the outputs of PBS as reflected and transmitted signals.
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Figure (5.7) illustrates Test 5 result with y;p,, y.p,= 90° and
ypps =45°. The resultant PBS output optical pulses are equally divided
as expected because of the PBS transmission axis allows passing both
S and P components.
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Fig.5.7 Experiment 1, Test 5 results, Y ;p1, ¥Y1p2= 90° and ypgs =45°
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Figure (5.8) illustrates Test 6 result with y;p,, y.p, and ypps=45°. The

optical beam will completely be transmitted through the PBS because

of the transmission axis is parallel with the polarization of the incident

optical beam.
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Fig.5.8 Experiment 1, Test 6 results, y;p1, ¥Y1p2z and ypps=45°

Table 5.2 summarizes the remaining tests by listing all possible

results obtained after system evaluation.

Table 5.2 y;p and ypgs settings for LP1l, LP2 and PBS with the
corresponding results for Experiment 1, where v": output signal and x: no
signal.

Yir1 Yip1 Ypps =0° Ypps =45° Ypps =30°

LP1 | LP2 | Transmitted Reflected | Transmitted | Reflected | Transmitted| Reflected

signal signal signal signal signal signal

0 0 x v v v v v

90 90 v % v v v v

45 45 v v v X v v

0 45 v v v v v v
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45 0 v v v v v
0 90 v v v v v
90 0 v v v v v v

5.2.2 Experiment 2. testing the routing of the optical pulses

polarization bases and states at system's receiver.

Figure (5.9) illustrates the proposed system model scenario for

Experiment 2. Table 5.3 illustrates the polarization basis, state and

the assigned bit value for each optical path.

Table 5.3 the polarization basis, state and the corresponding bit value used in
Experiment 2

Rectilinear Basis

Diagonal Basis

Bit value | Polarization Bit value | Polarization
state state
Path 1 0 0° Path 4 0 135°
Path 3 1 90° Path 2 1 45°

Three simulation tests were carried out to verify the correctness

of this Experiment scenario. The assumptions that were used in Test 1
are used in this test except the BS splitting ratio LOP and HOP=50%

respectively.
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Fig.5.9 Experiment 2 system model scenario

Figure (5.10) shows the designed GUI with the input objects to
configure the main system parameters. Eleven plotters are used to
illustrate the generated pulses through transmission at different system
stages as specified for each plotter. In order to discriminate between
the optical pulses those are transmitted in terms of their polarization,
each optical path colored in a different color. First path is colored by
red, second path is colored by blue, third part is colored by green and
finally the yellow pulses represent the output from the fourth path. For
all tests, the number of binary bits generated by BPRS is equal to 20
bits as illustrated in the GUI. Two bits are required to fire each pulsed

laser source to generate an optical pulse at a time,
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Fig.5.10 Experiment 2, Test 1 results

Pulsed laser source 1 —— 00
Pulsed laser source 2 —> 01
Pulsed laser source 3 —> 10
Pulsed laser source 4 ——> 11

Thus, 10 optical pulses will be generated by the optical paths
out of 20 random bits. Table 5.4 summarizes the randomly generated
bits and the corresponding optical pulses that have been generated out

of these bits as shown in the LPs plotters of Test 1.

Table 5.4 random bits and the corresponding optical pulses that
have been generated in Test 1.

The generated random bits | The corresponding optical pulses
00,00 2 red pulses from LP1

01,01 2 blue pulses from LP2

10,10 2 green pulses from LP3
11,11,11,11 4 yellow pulses from LP4

As shown in Figure (5.10), by checking the PBS1 plotters, red
pulses with 0° polarization are passed completely from the PBS1

reflected output port while green pulses with 90° polarization are
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passed completely from the PBS1 transmitted output port. In contrast,
all optical pulses with diagonal polarization basis are passed through
the built in /2 plate modeled function.

Table 5.5 summarizes the randomly generated bits and the
corresponding optical pulses that have been generated out of these bits

as shown in the LPs plotters of Figure (5.11) of Test 2 results.

Table 5.5 random bits and the corresponding optical pulses that have been
generated in Test 2.

The generated random bits The corresponding optical pulses
00,00 2 red pulses from LP1
01,01,01,01 4 blue pulses from LP2
10,10,10,10 4 green pulses from LP3

By checking the PBS1 plotters, red pulses with 0° polarization
are passed completely from the PBS1 reflected output port while
green pulses with 90° polarization are passed completely from the
PBS1 transmitted output port. Blue pulses with 45° polarization states

are passed completely from the PBS2 transmitted output port.
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Fig.5.11 Experiment 2, Test 2 results
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Table 5.6 summarizes the randomly generated bits and the
corresponding optical pulses that have been generated out of these bits

as shown in the LPs plotters of Figure (5.12) of Test 3 results.

Table 5.6 random bits and the corresponding optical pulses that have been
generated in Test 3.

The generated random bits | The corresponding optical pulses

01,01 2 blue pulses from LP2
10,10 2 green pulses from LP3
11,11,11,11,11,11 6 yellow pulses from LP4

By checking the PBS1 plotters, green pulses with 90°
polarization are passed completely from the PBS1 transmitted output
port. Blue pulses with 45° polarization states are passed completely
from the PBS2 transmitted output port. Yellow pulses with 135°
polarization states are passed completely from the PBS2 reflected

output port.
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Fig.5.12 Experiment 2, Test 3 results
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5.2.3 Experiment 3: Investigating the operation of a complete BB84-
QKD system.

Figure (5.13) illustrates the proposed system model scenario for
Experiment 3. Three simulation tests were carried out to ensure the
correctness of this simulation scenario. The assumptions that were

used in Experiment 2 are used in this experiment.
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_ﬁ\’ Source 1 %| LP1 }%‘ Optical PA1 _
BEPRS l | Pulsed Laser j -
generator —= _{— Source2 [ LP2 Optical PA2

—} OF quantum channel li

Pulsed Laser
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Pulsed Laser
Souces [—>| [P4 || opticatras |

SPAD 1 ( PBSI BS

SPAD 2 @
SPAD 3 & PES2 1/2 Plate

J

(o

Fig.5.13 Experiment 3 system model scenario

Figure (5.14) shows the designed GUI with the same input
objects and plotters that were utilized in Experiment 2. For all tests,
the number of binary bits generated by BPRS is equal to 100 bits as
illustrated in the GUI for the sake of analysis simplicity. Therefore, 50
optical pulses will be generated by the optical paths. For
organizational purposes, a secondary GUI that consists of input
objects and 4 plotters can be called using (Run SPAD) push button to
examine the behavior of the SPAD models within this system model

under different operation conditions. Table 5.7 represents the bit value
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and the polarization basis that can be detected by each SPAD. For all
tests, 4=830nm and N,=0.2.

Table 5.7 the bit value and the polarization basis that can be
detected by each SPAD for Experiment 3.

Rectilinear Basis Diagonal Basis
SPAD No. Bit value SPAD No. Bit value
SPAD?2 0 SPAD4 0
SPAD1 1 SPAD3 1

Figures (5.14-5.16) show the simulation tests results. For each
figure, (a) illustrates the randomly generated bits and the
corresponding optical pulses that have been generated out of these bits
as shown in the LPs plotters, (b) shows the SPADs GUI result, and (c)
are the numerical simulation results which report the number of input
pulses to each SPAD, the number of detected pulses and the number
of dark and afterpulsing counts generated for each SPAD for results
validation purpose. Table 5.8 reports the SPADs input parameters that
have been changed through these tests in addition to the resultant

SPDE according to these input parameters.

Table 5.8 SPADs input parameters for Experiment 3.

Parameter | 1, (V) | Temperature (°C) | Resultant SPDE (%)
Test No.

Test 1 4 -20 17

Test 2 12 -30 40.5

Test 3 24 —-30 60
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Fig.5.14 Experiment 3, Test 1 results (a) randomly generated bits and the
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Fig.5.15 Experiment 3, Test 2 results (a) randomly generated bits and the
corresponding optical pulses (b) SPADs GUI result (c) the numerical simulation results
for V,.,=12V, Temperature=—30°C
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Fig.5.16 Experiment 3, Test 2 results (a) randomly generated bits and the
corresponding optical pulses (b) SPADs GUI result (c) the numerical simulation
results for V,,=24V, Temperature=—30°C
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Tables (5.9-5.11) summarize the modeled system behavior tests using
Experiment 3 when 100 optical pulses are input to the system. These

optical pulses are distributed to the four SPADs as follows,
SPAD 1 ——> 20 input pulses

SPAD 2 ———> 0 input pulses

SPAD 3 ——>20 input pulses

SPAD 4 ——>60 input pulses

The SPADs performance behavior was investigated for these
optical pulses by changing V,, that result in a variation of SPDE

which decides the performance of these SPADs.
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Table 5.9 Summary of BB84 system behavior evaluation at temperature =—30°C for

Experiment 3.

SPAD 1 SPAD2 SPAD 3 SPAD 4
V.. | SPDH 1P Detected Dark Afterpulsing P Detected Dark Afterpulsing P Detected Dark Afterpulsing P Detected Dark Afterpulsing
V) | (%) pulses pulses counts counts pulses pulses counts counts palses pulses counts counts pulses pulses counts counts
2 9 20 2 230 h 0 0 230 95 20 2 230 o5 60 6 230 o5
4 17 20 4 305 161 0 0 305 161 20 4 305 161 60 11 305 161
6 24 20 5 360 214 0 0 360 214 20 5 360 214 60 15 360 214
g 30 20 ] 380 240 0 0 380 240 20 ] 380 240 60 18 380 240
10| 36 20 g 410 261 0 0 410 261 20 g 410 261 60 22 410 261
121 41 20 9 423 280 0 0 423 280 20 9 423 280 60 25 423 280
14| 45 20 9 428 296 0 0 428 296 20 9 428 296 60 27 428 296
16 | 48 20 10 435 315 0 0 435 315 20 10 435 315 60 30 435 315
18| 52 20 11 437 326 0 0 437 326 20 11 437 326 60 32 437 326
20| 35 20 11 443 333 0 0 443 335 20 11 443 335 60 33 443 335
22 | 3% 20 12 440 350 0 0 449 330 20 12 449 350 60 35 449 350
24 | 60 20 12 458 363 0 ] 458 365 20 12 4358 365 60 36 458 365
26 | 62 20 13 470 375 0 0 470 373 20 13 470 373 60 38 470 373
28 | 64 20 13 447 383 0 0 447 385 20 13 447 385 60 30 447 385
30| 63 20 13 483 396 [i] ] 483 396 20 13 483 396 60 30 483 396
Table 5.10 Summary of BB84 system behavior evaluation at temperature =—20°C
Experiment 3.
SPAD 1 SPAD 2 SPAD 3 SPAD 4
V.. | SPDE TP Detected Dark | Afterpulsing TP Detected | Dark | Afterpulsing P Detected | Dark | Afterpulsing P Detacted Dark Afterpulsing
o) | (%) pulses pulses connts counts pulses pulses connts counts pulses pulses counts connts pulses pulses connts counts
2 o 20 2 235 95 0 0 235 05 20 2 235 95 60 ] 235 o5
4 17 20 4 326 161 0 0 326 161 20 4 326 161 60 11 326 161
6 24 20 5 390 214 0 0 390 214 20 5 390 214 60 15 390 214
g 30 20 6 433 240 0 0 433 240 10 6 433 240 60 18 433 140
10 36 20 g 470 261 0 0 470 261 10 g 470 261 60 22 470 161
12 41 20 9 480 280 0 0 480 280 20 ] 480 280 60 25 480 2180
14| 45 20 9 303 206 0 0 303 206 20 9 503 296 60 27 303 196
16 | 48 20 10 311 315 0 0 311 315 20 10 511 315 60 30 311 315
18| 52 20 11 511 326 0 0 511 326 20 11 511 326 60 32 511 326
20 53 20 11 512 333 0 0 512 333 10 11 512 333 60 33 512 333
22 58 20 12 5135 330 0 0 5135 330 10 12 5135 330 60 35 5135 330
24 1 60 20 12 316 365 0 0 316 365 20 12 316 365 60 36 316 363
26 | 62 20 13 318 375 0 0 318 75 20 13 318 75 60 38 318 375
28 | 64 20 13 320 385 0 0 320 385 20 13 320 385 60 39 320 385
30 | 65 20 13 521 396 0 0 521 396 20 13 521 396 60 39 521 396
Table 5.11 Summary of BB84 system behavior evaluation at temperature =—10°C
Experiment 3.
SPAD 1 SPAD2 SPAD 3 SPAD 4
V.. | SPDE LP | Detected | Dark | Afterpulsing P Detected | Dark | Afterpulsing 1P | Detected | Dark | Afterpulsing IP | Detected Dark Afterpulsing
o) | (%) pulses pulses counts counts palses pulses counts counts pulses palses counts counts palses pulses counts counts
2 9 20 2 268 o5 0 0 168 93 20 2 268 o5 60 6 268 93
4 17 20 4 382 161 0 0 382 161 20 4 382 161 60 11 382 161
[ 24 20 5 469 214 0 0 469 214 20 5 469 214 60 15 469 214
g 30 20 ] 336 240 0 0 536 240 20 ] 336 240 60 18 336 240
10 | 36 20 g 380 261 0 0 389 261 20 g 389 261 60 22 380 261
12 | 41 20 9 617 280 0 0 617 280 10 9 617 280 60 25 617 280
14 | 45 20 9 643 196 0 0 643 206 10 9 643 196 60 27 643 206
16 | 48 20 10 660 315 0 0 660 315 20 10 660 315 60 30 660 315
18 | 32 20 11 675 326 ] 0 675 326 20 11 675 326 60 32 675 326
20 | 33 20 11 G686 333 0 0 636 335 20 11 G686 333 60 33 G686 335
22| 38 20 12 693 330 0 0 693 330 20 12 693 330 60 35 693 330
24 | 60 20 12 (5 363 0 0 695 365 20 12 [TH 363 60 36 (5 365
26 | 62 20 13 600 375 0 0 600 375 20 13 600 375 60 3E 600 375
28 | 64 20 13 701 385 ] 0 701 385 20 13 701 385 60 30 701 385
30 | 63 20 13 703 396 0 0 703 396 20 13 703 396 60 39 703 396
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As a conclusion, the collected results prove that the simulation of the
initial implementations of the proposed system met the desired system

behavior.

5.3 QKD System Simulator with a Demonstration of BB84

Protocol

In this section, the final stage of the QKD system simulator which is
constructed by the electrical and optical physical components that
have been modeled in this research work will be presented and
investigated in terms of the execution of the complete BB84 protocol
steps with consideration of the system performance by estimating
QBERg, QBERg4, KEY 4 and final secure key after error correction

and privacy amplification for the following cases,

1. The randomness in the polarization at the BS component.

2. OF guantum channel imperfections such as the polarization
rotation and attenuation.

3. FS quantum channel losses due to atmospheric effects and
diffraction attenuation.

4. The influence of the SPD performance parameters.

Figure (5.17) illustrates the main simulator GUL. It is divided
into two parts; the main part contains the experimental setup for
demonstration of the BB84 protocol. Each physical component in this
setup is enhanced by a configuration window to configure the
component specifications and operation conditions as shown in Figure
(5.18). The second part is the overview tab that shows the most
important outcomes obtained from simulation of BB84 steps. The
component configuration windows send the system parameters as
inputs from the user to the Matlab processing unit. After code
excution, the colected results are passed to the statistics and overview

tab for presentation. The initial data from Alice and Bob in addition to
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the generated final secure key can be saved in external files to be used

later for data encryption.

Quantum Key Distribution (BB84) Protocol Stabistics and Ovenview
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Fig.5.17 BB84 simulator main window
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5.3.1 Investigation of BB84 protocol steps

A simulation test is considered to demonstrate the simulator operation
to execute the BB84 protocol steps. After a successful simulation, the
resultant data consists of the secure key in addition to the estimated
QBERy.

The simulation example assumes that Alice sends a sequence of
100 bits to Bob through a quantum channel with randomly chosen
polarization basis and states. The procedure of comparing the bases of
Alice and Bob is presented, where this comparison procedure is done
for each detection of a photon with discarding the blank counts if they
exist (when the detectors do not respond to the incident photons). In
this test, SPDE is set to 70%. Thus, 70 bits out of 100 bits sent by
Alice will be detected.

Figure (5.19) illustrates Alice transmitted bits, the
corresponding polarization states and finally the associated
polarization basis. Rectilinear polarization basis was coded as (68)

while, a diagonal polarization basis was coded as (82).

MNew to MATLAB? See resources for Getting Started. x

hlice transmitted bits

Columns 1 through 22
1 1 1] 1 o 1 ] ] 1 0 0 1 1] 1 o 1 ] 1 1] 1 0 0
Columns 23 through 44

Columns 45 through 66

Columns &7 through 70

(@)
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Command Window

MNew to MATLAB? See resources for Getting Started. ®

Alice transmitted polarization state
alice =

Columns 1 through 22

45 45 135 45 135 20 o 135 a0 135 135 a0 135 45 o 45 135 9o 135 45 135 o
Columns 23 through 44

0 o 90 135 135 45 135 135 o o 135 90 45 o 135 135 30 a 135 30 45 135
Columns 45 through &6

45 45 135 135 s) 90 a 0 o 45 135 45 45 90 135 90 135 135 135 90 90 135
Columns €7 through 70

90 135 135 Q

(b)

mand Wi

New to MATLABE? See resources for Getting Started. x

Alice transmitted polarization basis
alicel =

Columns 1 through 22

Columns 45 through 66
68 &8 68 68 82 82 82 82 &z [3:1 &8 &8 &8 a2 [3:1 82 &8 68 68 82 82 &8
Columns 67 through 70

82 68 68 g2

(©)

Fig.5.19 Alice data (a) transmitting bits (b) polarization states (c) polarization bases

Bob randomly chooses either (68) or (82) basis and records the

corresponding bits as shown in Figure (5.20).

MNew to MATLAB? See resources for Getting Started. x

Bob chosen polarization basis
bobl =

Columns 1 through 22

Columns 45 through 66

68 68 68 68 82 8z 82 68 L1:] 8z 68 82 g2 68 g2 82 8z g2 82 L1:] 82 68

Columns 67 through 70

[3:1 82 68 68

(@)
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Command Window

New to MATLAB? See resources for Getting Started. X

Bob chosen polarization state
bob =

Columns 1 through 22

o a a 135 135 =l 45 135 45 135 135 D) 135 135 45 135 135 45 135 135 s) o
Columns 23 through 44

0 45 an o ] 135 0 0 45 1] 135 45 135 1] 135 0 45 45 o 80 1] 135
Columns 45 through &6
135 135 135 135 0 =l o 45 45 a 135 a 0 45 o 30 a a a 45 =l 135
Columns &7 through 70

45 1] 135 45

Command Window

MNew to MATLAB? See resources for Getting Started. x

bob recorded bits
bob2 =

Columns 1 through 22

0 0 1 o ] 1 1 1] 1 ] 0 1 1] o 1 0 0 1 o ] 1 0
Columns 23 through 44

0 1 1 1 1 0 1 1 1 0 0 1 1] o 0 1 1 1 1 1 0 0
Columns 45 through €6

o o o a 0 1 o 1 1 0 o o o 1 1 1 1 1 1 1 1 o

Columns 67 through 70

1 1 1] 1

(©)

Fig.5.20 Bob data (a) polarization bases (b) polarization states (c) recorded bits

Alice and Bob declare and exchange their choice of basis but not the
result via a public channel. Bits with different bases are rejected as

shown in Figure (5.21) which illustrates the 34 discarded bases

locations.

Command Window

New to MATLAB? See resources for Getting Started, x

The discarded bases locations
dif =

Columns 1 through 22
-14 -14 -14 1] 1] o 14 0 14 0 0 0 0 1] 14 o o 14 0 0 -14 0
Columns 23 through 44

o 14 o -14 -14 a -14 -14 14 1) o 14 o o o -14 14 14 -14 1) -14 o
Columns 45 through 66

o o o o o a a 14 14 -14 o -14 -14 14 -14 a -14 -14 -14 14 o o
Columns 67 through 70

14 -12 1] 14

bob reconciled bits number=34.000000

Fig.5.21 Discarded bits locations after Alice and Bob declaration process where —14 and 14
represent the different bases comparision results
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After these steps, the sifted key is obtained which is equal to 36 bits as
shown in Figure (5.22) then followed by error estimation procedure by
calculating QBERg which is equal to 48.571 %. At the end of the
sifting step, the initial bits decreased from 100 to 36 bits.

Command Window

New to MATLAB? See resources for Getting Started.
The sifted Key is -
HE =

Columns 1 through 22
1] 1 1 0 1 1 0 1] 1] 1 o 0 1 0 0 1 o o 0 1 1 0
Columns 23 through 36

o a 1 1 1) o o 1 1 1 1 1 1 o

The length of sifted Key in bits=36.000000
QBERsk=48.571429%

Fig.5.22 Registered sifted key and the QBER«

Due to errors presented in the sifted key, classical error
correction procedure can be utilized by randomly redistribute the
remaining 36 bits as shown in Figure (5.23) which represents the
randomly redistribution of the bits locations. After error correction
step, 36 bits key length reduced to 13 bits. Error correction will be
followed by Privacy Amplification step to reduce any leakage
information to an arbitrary low value, the final secure key length at
Alice and Bob is 7 bits.

g=
Columns 1 through 22
42 60 46 1z 32 25 23 65 11 37 45 33 48 & 13 49 13 8 20 12 35 51
Columns 23 through 36
36 50 4 44 55 14 zg 5 47 i7 1s 63 io
The length of the key after error correction in bits=13.000000

Jx The length of the final secure Kev in bits=7.000000
< m s

Fig.5.23 Registered key length after error correction and PA
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5.3.2 Investigation of QKD simulator based on BB84 protocol

In this sub-section, the performance analysis of the simulator to
simulate BB84 system using OF and FS quantum channels and
calculating the QBERg,4 and final KEY 5, Will be studied.

5.3.2.1 Investigation of the system performance under the effect of

guantum channel imperfections and losses.

In this sub-section, the designed simulator ability to simulate the
BB84 protocol will be tested in terms of choosing the appropriate
system parameters, simulation of BB84 protocol to investigate the
keys after each step of the protocol, KEY., QBERg and QBERgy
calculation. Figures (5.24-5.27) show the detailed information
collected from four tests when reacting to 1000 bits taking into
consideration the system experimental parameters such as PRR, A,
channel length and the operation conditions such as the imperfections
in the OF channel and FS channel noise effects in addition to the
SPDs issues i.e. DCR, V,, and SPDE. For all tests, N,=0.2.

Table 5.12 reports the simulator configuration parameters that

have been changed for the four tests.

Table 5.12 QKD simulator configuration parameters for BB84 protocol

Parameter A L PRR V. | Temperature | Resultant SPDE
(V) (°C) (%)
Test No. (m) | (Km) | (MHz)
Test1 830 20 10 10 -30 36
Test 2 860 40 2 16 —20 48
Test 3 900 60 1 22 —-10 57.5

Test 4 1550 | 100 0.1 30 -10 65
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Fig.5.26 BB84 simulator Test3 results
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Fig.5.27 BB84 simulator Test4 results

5.3.2.2 Investigation of the system performance under the effect of
the polarization rotation

The effect of the random polarization rotation for the optical pulses
travelled inside the OF link will be explained in terms of investigating
the system QBERg. The setup that has been used in Test 1 (sub-
section 5.3.2.1) is used in this experiment. This effect was modeled
using an embedded sub-function within the system to simulate the
polarization rotation mechanism where the range of the polarization

rotation in degree is from (0° — 45°).

Table (5.13) summarizes the amount of the polarization rotation
in degree that have been added to the polarization of the generated
optical pulses in addition to the resultant QBERy where the
polarization of the propagated optical pulses within the OF link is
changed from its original state to a new state randomly. The estimated
QBERy random behavior shows the effect of transmitting wrong

polarization states on the system performance.
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Table 5.13 the effect of the optical pulses polarization
rotation on the system QBERg

Random rotation of the polarization | QBER (%)
state inside OF channel
1° 41
4° 60
5° 64
37° 51
8° 47
4° 95
6° 58

5.3.2.3 Investigation and analysis of system parameters using the

designed simulator

Three simulation studies have been conducted to analyze the BB84
system performance in terms of KEY,, and QBERsy, under different
simulation conditions. The following simulation results were collected

after running the simulator with 5000 input bits.
Simulation study 1

The objective of this study is to understand the performance of the
system while considering the effect of SPAD temperature for different
operation wavelengths. Table 5.14 shows the main simulation input

parameters that were used in simulation study 1.



Table 5.14 simulation study 1 input parameters

Parameter Value
A 830nm, 860nm, 900nm
PRR 2 MHz
N, 0.1
T —30° C,—20° C,—10° C
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Figure (5.28) shows the registered QBERgq4 to identify the

performance of the system under the influence of increasing the

ambient temperature. As the temperature increases, the system

performance degrades due to the enhancement of the dark counts

inside the SPAD components. As a conclusion, the SPADs are

considered as the main noise source within the system that increases

the QBERg,¢ and thus the communication distance is reduced. At

A=900nm and 1=860nm, a significant degradation in performance can

be seen compared to 1=830nm due to high dark counts values that

have been registered.
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Fig.5.28 QBER»a(%0) vs. dark counts (a) A=830nm
(b) A=860nm (c) 4=900nm

The objective of this study is to investigate the effect of the SPAD

SPDE on the number of bits for BB84 system for different operation

wavelengths. Figure (5.29) illustrates the number of bits after each

step of the protocol as a function of the SPAD SPDE using the same

simulation parameters as simulation study 1 at Temperature equal to

—30C°. The number of the distributed bits between Alice and Bob are

increased as SPDE is improved which leads to detection the largest

possible number of the transmitted optical pulses from Alice.
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Increasing the number of the distributed keys at 1=830 nm is due to
that the SPADs have high SPDE values at this A.
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Fig.5.29 The number of the generated bits vs. SPDE (%) (a) A=900nm (b)
A=860nm (c) 4=830nm

Figure (5.30) represents the generated bits vs. SPDE using

SNSPD as detection component. Table 5.15 shows the main

simulation input parameters that were used in this simulation study.
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Table 5.15 simulation study 2 input parameters

Parameter Value
A 1550nm, 900nm
PRR 2 MHz
No 0.1
T 4K
I, 9.8uA, 8UA

As SNSPD improves the system's performance compared to SPAD,
the length of the shared keys between Alice and Bob will be
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Fig.5.30 The number of the generated bits vs. SPDE (%) (a) A=1550nm, 1,=9.8uA
(b) A=1550nm,I,=8pA (c) A=900nm,I,=9.8pA (d) A=900nm,I,=8pnA
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Simulation study 3

This study is conducted to examine the relation between the

performance of the system with different system parameters.

Figure (5.31) illustrates the influence of the system parameters
e.g.Ny,L, PRR and the Temperature on the system's performance
represented by QBERg,y and the generated KEY,. Both quantum
channels types have been used to perform this simulation study i.e. OF
channel was operated at 1550nm and FS channel was operated at
860nm. Table 5.16 shows the main simulation input parameters that

were used in simulation study 3.

Table 5.16 simulation study 3 input parameters

Parameter Value
A 1550nm, 860nm
PRR 0.1 MHz, 2 MHz, 5 MHz
No 0.1,0.2,0.4
T —30°C, —20° C, —10°C
L 20 km, 40 km, 60 km,

The obtained results indicate that the transmission distance and
the amount of the shared KEY,,, will be limited as a result of the
decline in the system performance, which is represented in increasing
QBERpq as the channel length increased. Compared to OF channel, FS
channel is not suitable for long-distance operation as a result of
increasing the noise and the interference with increasing L. On the
other hand, Ny= 0.1 is preferred for high security issues due to the

exchanged KEY ., is small compared to N,= 0.2 and 0.4.
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Figure (5.32) illustrates the effect of varying the temperature of the
SPAD on the system's performance as well as the impact of PRR on
the KEYa, length and QBERg,¢. At —30° C and —20° C, the system
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performance doesn’t change significantly. At —10° C, the performance
degrades dramatically by increasing QBERy. This drop in the
performance is caused by high DCP values that have been registered
through SPAD characterization which as a result increases the number
of dark counts. This figure also shows the dependence of the KEY .y
length on PRR. At 5 MHz, a maximum KEY,,, count is obtained
compared to 2 MHz and 500 kHz.
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5.4 The Simulator Operation with a True Random Sequence

The simulator was tested by operating the four laser diodes at the
transmitter by a true random sequence of bits based on photon arrival
time registered in a coincidence window between two single-photon
counting modules. This true random signal was generated through
M.Sc. project [35] in Quantum Optics and Electronics Group at the
Institute of Laser for Postgraduates Studies. The true random sequence

was fed as an external file to the sequence generator at the transmitter.

The simulator was tested for the parameters listed in Table
(5.17),

Table 5.17 The simulator parameters for BB84
protocol with a true random sequence

Parameter value
No.of input bits 5000
A 900nm
PRR 2 MHz

V. 30V
T —30°C

L 10 km

N, 0.1

A final secure key for the BB84 protocol obtained from the
simulator operation was obtained with QBERy of 41 (%) and QBERgq
of 20(%). Figure (5.33) shows a sample of the text file for the key

obtained.
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J MNew Text Document - Notepad l = | (=] |_i3-r
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01100101130113110100101000000011001120117113101310101
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L

Fig.5.33 final secure key obtained from the simulator operation
with a true random sequence

For all presented studies that considered the BB84 protocol
experimental issues and problems, the designed simulator was able to
simulate the BB84 protocol and provides predictions about the shared
keys through the overall protocol steps as well as the KEY ., QBERg
and QBERg, that show a good agreement in the performance and

operation with the reported results in literature.
5.5 Limitations and Challenges

In this subsection, the main limitations and challenges throughout the

research period will be reported:

1) Matlab as a simulation environment is an interpreted language
and, therefore, may execute more slowly than compiled
programming language. In addition, its GUI doesn’t support
drag and drop action.

2) Due to limitations in the available PC hardware, the generated
pseudo random sequence was limited to 5000 bits with
acceptable processing time and as a result the extracted final

secure key rate was short in length.
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Limited number of registered true and dark counts due to
limitation in the SPDs count rate because of their dead time.
Only three optical wavelengths are examined (830, 900 and
1550 nm) because the modeled SPDs have maximum detection
efficiency at these wavelengths.

In this research, the allowable OF channel length is limited up
to 150 km as recommended in the literature.

The continuous time domain simulation approach that was
utilized in this work was time and computation consuming
approach because thousands of optical pulses will be generated
and transmitted through the system's components.

This work is only an approximation of the ideal apparatus
described in theory because it is impossible to build the ideal
system described in theory.

The most important challenge in this work was how the
simulator can address the effects due to the propagation of the
laser pulses, optical components functions, single-photon
detectors operation and the behavior of complex interacting
QKD software process present within a QKD system.

In this research, it was important to increase the level of details
of the modeled system components and processes that are
critical to the system under study. For example, simulating the
SPDs probabilistic behavior of registering true detected signals
and dark counts in addition to the randomness in the operation
of the BS component which represents the heart of any QKD

system.
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Chapter Six

Conclusions and Future Work

6.1 Conclusions

In this research project, a modeling tool of a QKD-BB84 practical set-up
was implemented and tested. All the required components to implement
this protocol are taken into consideration starting from the transmitter
module, OF and FS channels and receiver module. The operation
conditions of the system, the system imperfections in addition to the
information about all the modeled components characteristics which as a

result allows the user to test actual QKD systems are taking into account.

A set of tests were conducted to investigate the simulator validation
in terms of QBER calculation and final secure key extraction under
different operation conditions. The most remarkable result to emerge from
the data is that the modeling process provides guidance for BB84- QKD
system design and characterization. The simulator also operated
successfully with a true random sequence that was fed to the transmitter by

an external file.

It is possible to conclude that the simulation paradigm that has been
used within this work is efficient to describe the modeled system
components details but at the same time it is processing time and resources
consuming. Thus, the recommended approach is to model such a system is
to use an approach that deals with the simulation operations as

synchronized discrete events organized in a logical form.

This research presents the superconducting nanowire single photon
detector technique, integrates the free space channel model within this

system and each component is supports with time domain plotters for
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individual testing purpose which to the best of our knowledge, were not

considered previously within other QKD simulators.

Finally, the validation and testing results of both the individual
models separately and the complete BB84 protocol simulator showed
acceptable results with the theoretical and experimental results reported in

related references and the device's data sheets.
6.2 Future Work

The following points are recommended for further development of this
work:
1. Including new abilities such as utilizing decoy states and modeling
other QKD protocols such as MDI- QKD.
2. Checking the effect of eavesdropping on the system’s QBER by
applying suitable attack methods.
3. Studying the effects of laser source parameters that affect the QKD
system performance like line width.
4. The simulator model performance can be developed by using
discrete event approach supported by more general programming
languages such as C++ to increase the simulator model reality and

performance.
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pulses at a wavelength of 1550 nm.

The laser source, based on a distributed-feedback
(DFB) laser diode, is triggered externally via a trigger
input to produce sub-nanosecond laser pulses with
a repetition rate ranging from 0 to 500 MHz.

The ID300 laser source is ideally suited to work in
combination with IDQ’s Single-Photon Detection
and Counting Modules (ID210, 1D220, 1D230 or
ID280 series). The laser source can be directly
triggered by the 1D210’s internal clock. Used in
combination with a variable optical attenuator,
this short-pulse laser source makes an ideal cost-
effective single-photon source.

Key Features

» Sub-nanosecond laser pulses, pulse width 300 ps
» Repetition rate from 0 to 500 MHz

p Wavelength: 1550 nm

Vb Distributed-feedback (DFB)

b External trigger

} Compact and reliable stand-alone unit

» FC/PC connector

Applications

» Quantum optics
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p Spectroscopy
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b Single-photon detector characterization

¥ Nanophotonics

p Optical Time Domain Reflectometer (OTDR)
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Parameter Min Typical Max Units
Wavelength 1520 1550 1580 nm
Spectral width (FWHM) - DFB laser type 0.6 1.5 nm
Frequency range 0 500 MHz
Pulse duration 0.3* 0.5 ns
Peak power 0.7 s mw
Output power at 1 MHz -36 -35 -34 dBm
Trigger input** NIM, ECL, PECL, LVPECL, TTL, TTL 50Q

* can be increased up to 2ns upon request
** choose one trigger input from this list. See ordering information below.

Operating Principle General Information
Elacyionl R o0, 1M Soml (s fruancys W) Operating Temperature +10°C to +30°C
Dimensions LxWxH 185 mm x 172 mm x 55 mm
Weight 915g
| Optical Connector Fc/PC
Opscal output .
iy e s Electronic Connector BNC
e Fibre Type SMF
_— e ool Power Supply 100 - 240 VAC (autoselect)
N oA N\ e ) N .
= " * Warning
CLASS 1 LASER PRODUCT

CLASSIFIED PER IEC 60825-1, Ed 1.2, 2001-08

Ordering Information and Sales Contact

Part number: ID300-1550-DFB-ZZZ

Z7ZZ: Select trigger input signal specifications. Choose between NIM, ECL, PECL, TTL,
TTL50 Q, LVPECL.

Disclaimer - The information and specification set forth in this document are subject to change at any time by 1D Quantique without prior notice. C ight® 2017 ID Qs ique SA
- All rights reserved -1D300 v2017 05 01 - Specifications as of May 2017
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LASER ReriinEimar”
COMPONENTS

Description Silicon Avalanche Photodiodes
PetkinEiner Type CaosceE avaianche  C30902E, C30902S, C30921E, C30921S | ==

photodiode utilizes a silicon detector chip i .
P High Speed Solid State Detectors for

Fiber Optic and Very Low Light-Level Applications

through" structure. This structure provides
high responsivity between 400 and 1000 nm
as well as extremely fast rise and fall imes
at all wavelengths. Because the fall ime
characteristics have no "tail”, the :
responsivity of the device is independent of '
modulation frequency up to about 800 MHz. &
The detector chip is hemmetically-sealed
behind a flat glass window in a modified TO-
18 package. The useful diameter of the
photosensitive surface is 0.5 mm. -High Quantum Efficiency 77% Typical at 830 nm
+C30902S and C30921S in Geiger Mode:

Single-Photon Detection Probability to 50%

Low Dark-Count Rate at 5% Detection Probability - Typically

Features

PerkinElmer Type C30921E utilizes the
same silicon detector chip as the C30902E,
but in a package containing a lightpipe

which allows efficient coupling of light to the 15,000/second at +22°C

detector from either a focussed spot or an 350/second at -25°C

optical fiber up to 0.25 mm in diameter. The Count Rates to 2 x 108/second

intemal end of the lightpipe is close enough | ermetically Sealed Package
Low Noise at Room Temperature

to the detector surface to allow all of the
ilumination exiting the lightpipe to fall within
the active-area of the detector. The
hemetically-sealed TO-18 package allows
fibers to be epoxied to the end of the
lightpipe to minimize signal losses without
fear of endangering detector stability.

C30902E, C30921E - 2.3 x 10713 AHz172

C30902S, C30921S - 1.1 x 10713 AHz 172
+High Responsivity - Intemal Avalanche Gains in Excess of 150
+Spectral Response Range - (10% Points) 400 to 1000 nm
+Time Response - Typically 0.5 ns
*Wide Operating Temperature Range - -40°C to +70°C

The C30902E and C309021E are designed
for a wide variety of uses including optical
communications at data rates o 1
GBit/second, laser range-finding, and any
other applications requiring high speed
and/or high responsivity.

[ Be

PerkinElmer”

optoelectronics



C30902E, C30902S, C30921E, C30921S ' >

The C30902S and C30921S are selected C30902E and
C30921E photodiodes having extremely low noise and bulk
dark-current. They are intended for ultra-low light level
applications (optical power less than 1 pW) and can be used in
either their nomal linear mode (Vg < VgR) at gains up to 250
or greater, or as photon counters in the "Geiger" mode (Vg >
VpR) where a single photoelectron may trigger an avalanche
pulse of about 108 carriers. In this mode, no ampliifiers are
necessary and single-photon detection probabilities of up to
approximately 50% are possible.

Photon-counting is also advantageous where gating and
coincidence techniques are employed for signal retrieval.

Optical Characteristics

C30802E, C30902S (Figure 13)
Photosensitive Surface:

S T R AR AR TR RIS SN S R A Circular

UBSRIEAIBA: s svm s ammmmsssam SR A 0.2 mm2

Usefuldiameter ................coouund 0.5mm
Field of View:

Approximate full angle for totally

iluminated photosensitive surface ......... 100 deg

C30921E, C30921S (Figure 14)

Numerical Aperture of Light Pipe ............. 0.55
Refractive Index (n)of Core .. ............... 1.61
Lightpipe Core Diameter . ................... 0.25 mm

Maximum Ratings, Absolute-Maximum Values (All Types)

Reverse Curment at 22°C:

Average value, continuous operation 200 pA

Peak value

(for 1 second duration, non-repetitive) 1mA
Forward Current, I at 22°C:

Average value, continuous

operation 5mA

Peak value (for 1 second

duration, non-repefitive) 50 mA
Maximum Total Power Dissipation at 22°C 60 mW
Ambient Temperature:

Storage, Tstg -60to +100°C

Operating, Ta -40to +70°C

Soldering (for 5 seconds) 200°C

PerkinElmer”

cptoslkectronics

) ) I—en ) PO S—
. cxein ———
e
E . CHEE, .
(ST \\
- -
E \
z \
3 w© .- .
. ‘\l‘
. “‘
4 A
:
]
)
- - e - e AL e
WEVTLDNGTM - NANCM, T LRs
[E s Al
Figure 1. Typical Spectral Responsivity at 22°C
oot — — — - — - ——
.
c P
AN o =
Ll . / ‘\
i \
i R
- 2
';' ™ ‘\\
w \ -
. Y
.
2
¥ A\
3 \
L) \‘
\
1
] . - - » =3 oo
WVELENG T — MANOME TERS
e
Figure 2. Typical Quantum Efficiency vs. Wavelength
AMSIENT TENPERATUNE (T, « 33°C
W | e -
—WTTH S 0N AVERAGE
. GPTICAL PORER 7/
7/
z . /£
5' 1" /L‘cﬁ
oy
g ra4
H &
; 4 /|
S €008,
! 7 Eo T
S cmue. | /] S/
w2
i AL
A T, o2 Sl N . ¢
. =.——-
" ] . il .
o

anm

Figure 3. Typical Noise Current vs. Gain
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PerkinElmer”

cptoslectronics

Electrical Characteristics1 at Ty = 22°C

C30902E, C309021E

C30902s, C30921S

Min Typ Max Min Typ Max Units
Breakdown voltage, Vgg - 225 - - 225 - Vv
Temperature Coefficient of
VR for Constant Gain 0.5 0.7 0.8 05 07 08 Vi°C
Gain - 150 - - 250 -
Responsivity:
At 900 nm 55 65 - 92 108 - AW
At 830 nm 70 77 - 17 128 - AW
Quantum Efficiency:
At 900 nm - 60 - - 60 - %
At 830 nm - 77 - - 77 - %
Dark Current, 1 - 15x108  3x108 - 1x108  3x108 A
(Figure 6) (Figure 6)
Noise Current, i: 2
f=10 kHz, Af=1.0Hz - 2.3x1013  5x10-13 - 111013 2x1013 A/Hz12
(Figure 3) (Figure 3)
Capacitance, C, - 1.6 2 - 16 2 pF
Rise Time, t:
RL =50Q, A =830 nm,
10% to 90% points - 0.5 0.75 - 05 0.75 ns
Fall Time:
R =509, A =830 nm,
90% to 10% points - 0.5 0.75 - 05 0.75 ns
Geiger Mode (See Appendix)
Dark Count Rate at 5% Photon
Detection Probability 3 (830 nm):
22°C - - - - 15,000 30,000 cps
-25°C - - - - 350 700 cps
Voltage Above Vgg for 5% Photon
Detection Probability 3
(830 nm) (See Figure 8) - - - - 2 - Vv
Dead-Time Per Event
(See Appendix) - - - - 300 - ns
After-Pulse Ratio at 5% Photon
Detection Probability (830 nm)
22°C+4 - - - - 2 15 %

Note 1. Atthe DC reverse operating voltage VR supplied with the device and a light spot diameter of 0.25 mm (C30902E, S) or 0.10 mm (C30921E, S). Note that a specific value
ofVRissumﬁedwm each device. When the photodiode is operated at this voltage, the device will meet the electrical characteristic limits shown above. The voltage value will be

within the range of 180 to 250 volts.

Note 2. The theoretical expression for shot noise cument in mavalammmodioueusin=(2q(l¢+(ldwz+ PoRM) F) N)‘Qum«aqstheebammdmaga.lﬁsmedm
surface curent, Iﬁishedwkmlkcu'rmt F is the excess noise factor, M is the gain, P, is the optical power on the device, and B, is the noise bandwidth. For these devices F =
. 35p. 234, (1974)).

Note 3. The C30902S and C30821S can be operated at a substantially higher Detection Probabilities. See Appendix.
Note 4. After-Puise occuming 1 microsecond to 60 seconds after main puise.

0488 (21/M) + 0.

M. (Reference: PP Webb, RJ Mcintyre, ) Conradi, "RCA Review”,



C30902E, C30902S, C30921E, C30921S ' >

PerkinElmer”
cptoslecironics

(LI
-

H
A

5 A i
/ (A ] /f/ i
//

S

\\\ N
\\ N

7

\
W\

o
4 — L - /
¢ Y.
o
g @
i /
?
[ 3 - A
. o~
»
L AR T s B o s o o © ® Wi 4 @ e em e
DG REVERES SPERAT IS VOL TAGH (V! - YOLTS P
LA R L]
Figure 4. Typical Responsivity at 830 nm vs. Operating Voltage Figure 5. Typical Gain-Bandwidth Product vs. Gain
& ANBENT TOMPERATURE (T » 270
Ig ;
' '
.
L
B
Lﬂ___-“
_’___-—'4“‘
i et
(3 o £ ™
DC MEVEREE OPCRATING VOLIAGE (Vi) - WORTS
AR L
Figure 6. Typical Dark Cument vs. Operating Vadltage (V < VBR) Figure 7. Avalanche Photodiode R to a 100 ps Laser Pulse as
Measured with a 350 ps Sampling Head. (Horizontal Axis: 200 ps/Division)
Varvan-§
[ = "' vVan —.[-—-
£ oa y ey oo (o) Pl (S R DR B O
3 /»’
g £306028 S IS e DA Jasali PR W Feet
LX) - e
£I0615
s a
By - 200 t
! a1 / w0 ' !
; kAL o 4—‘ '
Ry =20 Laade : ‘ v
g a3 i -
o 7 -
l, By oMy ng
4
.
] w » » ™ » MORRONTAL - 80 s BIVISION
VOLTAGE ABSVE Vg g - Vigpy! e VERTICAL — ¥ sDovgne e
Figure 8. Gelger Mode, Photoelectron Detection Probability vs. Voltage Above Figure 9. Passively Quenched Circuit and Resulting Pulse Shape

VBR (VR > VBR)



Redefining Measurement [alejeglolngc
ID281 Superconducting Nanowire

Single-Photon Detection with High Quantum Efficiency and Time-tagging Electronics

IDQ’s D281 series detection system consists of a
superconducting nanowire detector combined with high-
performance electronics and reliable cryogenic system. The
system operates at 0.8 K and offers impressive performance
such as 80% quantum efficiency, 60 ns recovery time, dark
count rate < 100 Hgz, jitter below 50 ps (FWHM) and no
afterpulsing.

The plug and play device includes: cryocooler, stable and
adjustable bias current sources, cryogenic amplification
stage, discriminators and counters.

The complete system includes the cryostat with up to 8 Swiss
made detectors. Our dedicated specialists develop detectors
with optimized detection at 900 nm and 1550 nm.

The ID281 comes with a time tagger, the 1D900, which 4
inputs are enabled by discriminators and allow the user
to do accurate coincidence detections at high speed. The
0.8K closed cycle cryostat guarantees long term detector
performance thanks to its outstanding temperature stability.
It offers completely automated operations and any sample
can be integrated for the finest experiments where stable
and under 1 K temperature is required.

Key Features

b Detection range: 400-2500 nm

p Free-running operation

p Best-in-class quantum efficiency: > 80%

b Jitter: < 50 ps (FWHM)

¥ Low dark count rate: < 100 Hz

b Closed-cycle 0.8 K cryostat

p 1 to 8 channels per cryostat

b Detectors peak efficiency: 900 nm or 1550 nm

b Agile control and data recording electronics

Applications

» Quantum Key Distribution

)} Single-photon source characterization

p Eye-safe laser ranging (LIDAR)

b Singlet oxygen measurement

b Photoluminescence

b Fluorescence lifetime measurement

b Fiber optics characterization

p Failure analysis of electronics circuits

p Quantum computing & Quantum optics

} Spectroscopy

ID QUANTIQUE SA 1227 Carouge/Geneva

Chemin de la Marbrerie 3 Switzerland

T+41223018371 info@idquantique.com
F+41223018379 www.idquantique.com



IDQ D281

SUPERCONDUCTING NANOWIRE

Detector Specifications

Parameter Min Typical Max Units
Wavelength range 400 2500 nm
Optical fibre type SMF

Efficiency range at 1550nm 75 80 %
Efficiency range at 900nm 75 80 %
Dark count rate 100 Hz
Recovery Time 60* ns
Jitter (FWHM) S0 ps
Pulse width 10 ns
Output connector SMA

Operating temperature 08 K
Dimensions 1320125 mm Time Controller
Optical connector FC/PC

* Recovery of 50% of the maximum efficiency

Cryostat Specifications

Parameter Min Typical Max Units
Cooling temperature 08 K T_he Time Fqntroller performs the functions of a number of devices:
- time-to-digital converter, delay generator, pattern generator,
Temperature stability 10 mK counter and discriminator. For instance, the Time Controller allows
Number of channels 1 8 you to measure the dark count rate, the efficiency or even the
5 recovery time of your detectors.
Compressor Type Air- cooled or water-cooled
Flexiines length 3 m
Cooldown time 12 hours
Dimensions Time Controller Specifications
- Cryostat 53x30x30 om
- Compressor 50%40x50 an p Timestamping and histogramming
Runtime at 0.8 K 22 40 hours b Internal timestamps processing (coincidence, filters,etc...)
b Delay generation with multi-hit ability
: . p Pattern generation
Customisations g
) High-speed counters
Customised SNSPD with better performances: ) High precision discriminators (-2 Vto 2 Vin 1 mV steps)
p <30 ps FWHM timing resolution b 4input channels
» MMF fiber coupling ) 4 output channels (NIM + LVTTL)
W Polarization independant detectors } High timing resolution: 8 ps RMS (20 ps FWHM) and 13 ps bin
P Broadband detectors: efficiency >70 % between 1200 - 1600 nm width

¥ 1 GHz counters

Disdaimer - The information and specification set forth in this document are subject to change at any time by ID Quantique without prior notice. Copyright® 2019 1D Quantique SA
- All rights reserved -ID280 v2019 01 07 - Specifications as of January 2019
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ID QUANTIQUE SA 1227 Carouge/Geneva T+41223018371 info@idquantique.com
Chemin de la Marbrerie 3 Switzerland F+41223018379 www.idquantique.com



-

AadAl)

O oSN Zlall el ol e 5315 (aSI udail) o)l aal s o)) Ll a8
LalaiY) CWlaall Jie 3a05a Akl GlLas (pania addion 3 pS Adlis begin Jhall (peadii
Gl 5 Jalas cAadall Al b Ly BIA (5 )5 pall (e praal ¢ ML A sSall 5 Ay Suallc

Aaie YU oS Flitall o 35 A shaial Slae (e Baaill 5 oy a3 ¢ Jnll Jaall 120 8
el Jlainlyy  aiudl el 38 Gslil alaaildy BB84 JsSsisn e
ibadle e BB84 JsS i i A (e (Slaall Jae (0 @33l &5 Matlab2019a
Zldal Jshy oSl sl dui Jaee (pedd 335k oo deshiall elal 3 i) Jal sall
3 tiall ()5l jobian aladiind (e daeshaiall JSLies asee Jliie V) iy 3AY) ae il
il il 58 Cge s iled | pal s 001 e 2 aidl o 58l Cadl S sl A e
JaaSl el slizadll g (5 el Calll

Jeri Gl 5 dpan &l 50 Aaa ) 0e 0585 BB84 J JsSsisod JusY) daslaia
& bl 228y 5000 Al 4 sde dlae) ulgisas 5 A e piadl) Gyl e Wil e
el Jsh cilianll (e dlude gad deaaal) Ay, 5l ciliandl Cilal ge 3Slas dolee S
5% a0 Il a0, Gn gl R JSE Jaey Al SN (g0 e (il
Glashia (B auly @Uai e addind A ge JIshl S5 daly (o] Jlaiey & pay # A
s3d z AN il HLal (e sl 830 «_yiesili 900 ¢ sie sl 1550) (A5 (oSl Uikl a5
Giadll (=) ey IDQ (1D300) ol aasill A sl & i L jlie Coad Apanill jaliadll
Gasas hall Chiinal Jie AT 4y jay gualic G 05SE A pall 3 saill daia (10
sl 5 y0al)

elzadll 5 (5 yaadl Calll ¢ Slaall 138 (para ApeSl Juai) ol g8 e Cpe 53 Andad o

O 58 Jalray s el aaS S150 I dhay Jshy Crnna g pad) il Jlaif L8 al)
call & )il Cldial gall (N 4 16 531550 sl Johall die 2S/ds 0.2 50
O sl Jalae (8 yia 515 830 5 e 51900 dan sall JshaY) die Lty (SM-28) (5 il
Jsbas Al jall eliadl) Juail 8U8 ppana o5 M5l o oS/dimny 3 5 o/din?
e 536 860 (o sall skl die &/ 0.1 o laia (55 Jalaay s 2150 () Ll Jacay



allis ) g 4 jemy ) g gn Ay ikl (55800 Cadl S Ay ) (ge JLSLY) A slaie () oS
prasal o Aa ga Caial Bael 5 (ke ¢ guall (e jse 5 Chiliie 38 ¢ pa g jse 0
A8  DLLY) A8y 3 el o g sl adl Ky Caeliaall L) culd 2 aiall o 68 gall Cadl <
ZUsall a5 e gl (e Lagaladial ai5 4y jlad adl <1 pailad e alaie Yl Jya il
O35l o) 5S 1) Al jal Lagild asy (paaild (SlaaS Logaladiind dlSal ) diLall oS
3 SsSaladl 2 aiall (58l RS e JST pliadie Gaad sel arenal s BlSLaw o33 diall
G DY) Gy il o5l @il C309218 Al olaill cacliadl LY
1D281 s Jaa 3l

Dbl o) ol @Sl Guage Galsh LT sl Jeal) 1 8 o
5 slagil 1550 Om sall Gl shall JUAT o3 ey yia il 900 5 e il 830 Led 5 —icLiaall
Adlal) o€l 3ol v Jaa gill (330 DY) (380 2 jaiall (68 8l Rl jia i 900
Ao sall JIshal) oda aie (g leall (nded

G el ) 53 dl) CaBIS A avanal (paaaT Jiad) Jeall 13gd G 1) Cilaalisal
&5 A shaia  Slae G Al sda (3 kil 4 ol Liale as e g Jua sill (330 GDDLLYI
JS ol Aashiall a3 e all eliadll Jlail 38 aladial ) ALYl AT oS 2l
Seadia JCas o Al i ad e 3l Jlaall el s 35 30 A shaiall 038 (yana o

oan Llo JS doshidl yalic 3Slaal &l dana (e Gaadll Gl sha & ekl
el el 35 ) Saall Ay piitall o Ay il aliil) ae e (o) ALK e latall 5lSlaal d3LaYL
Alaall 5 3ealY) by Jglas g



alad) Gad) g Mad) anleil) 3 ) 3
5y daals

\,Aai\ Ql.ubéﬂ Joadl) KVE P

Clﬁ.d\ LY :\.AJ.B.'\AS s)aY) ﬁgﬂ dlslaa g g\elu'
S

3

I Aadie s gkl
Balgd Jui cilatlat JlaSiu [aldty deala /Llad) el jall 5l agaa
clay) g 4 g S Aaigl) / ol B A8 o ) g0
J o
cida Jald Jae

2003 - 45 iS5 4300 1S daid g 1) SIS,
2012 - Ll gl g VLAVl duaia priala

iyl

Gd g gmd (i By gisal) aeLueal) LY

22020 A 1442



